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CLOUD COMPUTING
Cloud Computing is the delivery of on-demand
computing services over the internet on a pay —as —
you-go basis
For Eg: Rather than managing files on a local storage
device , cloud computing makes it possible to save

them over internet

UNIT-I

1.2) Cloud Components

Three Components that make up a cloud computing solution are
1.2.1) Clients
1.2.2) The Data Center

1.2.3) Distributed Servers

N

m =
@ Intermet %
%@ Datacenter
Client computers 3 3

Distributed servers

1.2.1) Clients

Clients are the devices that the end users used to interact with Cloud. Clients generally fall into 3
categories

U Mobile: Mobile Devices include smart phones like Blackberry, windows mobile ,iphone etc..
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U Thin: Thin Clients is a network computer without a hard disk drive. They act as a simple
terminal to the server and require constant communication with the server as well.

O Thick: Thick Client is a Regular computer, using a web browser like Firefox or Internet Explorer
to connect to the cloud.

Thin Clients are becoming an increasingly popular solution because of their price and effect on the
environment

1) Lower Hardware Costs

Thin Clients are cheaper than Thick Clients because

» do not contain much hardware

> Last for longer time because no need to upgrade or it wont get obsolete.
2) Lower IT Costs

» Managed at the server side, so only fewer points will get failure
3) Security

» No Hard Drive, so Processing takes place on the server, less chances of malware invading the
device.

4) Data Security

» Since data is stored on the server, less chance for data to be lost, even client computer crashes or
stolen

5) Less Power Consumption

» Consumes less power than thick clients
6) Ease of Repair or Replacement

» If thin client dies, easy to repair or replace
7) Less Noise

» No Spinning hard drive, so Less heat

» Quieter fans required, so Less noise
1.2.2) Data Center

A data center is a repository that houses computing facilities like servers, routers, switches and
firewalls, as well as supporting components like backup equipment, fire suppression facilities and
air conditioning. A data center may be complex (dedicated building) or simple (an area or room that
houses only a few servers). Additionally, a data center may be private or shared.
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1.2.3) Distributed Servers

1.3)

Servers of Data Center need not be housed in the same location. They are often in geographically
disparate locations. But to the cloud subscribers , these servers act as if they are right next to each
other

Infrastructure

There are several different ways the infrastructure can be deployed. The infrastructure will depend
on the application and how the provider has chosen to build the cloud solution. This is one of the key
advantages for using the cloud. Your needs might be so massive that the number of servers required
far exceeds your desire or budget to run those in-house. Alternatively, you may only need a sip of
processing power, so you don’t want to buy and run a dedicated server for the job. The cloud fits
both needs

VIRTUALIZATION

Virtualization is a component of cloud. It is not Cloud Computing itself. Virtualization is
separating the operating system from the hardware If we try to pull the OS from the physical
hardware and put it on different hardware, it will get mess basically with device drivers and other
things. Because It will get linked with the hardware in such a way that we cannot pull it and put it on
another piece of hardware . i.e migration becomes a tedious, long and annoying .

In Olden days, OS is installed directly on Hardware where as now a Hypervisor layer or
Virtual Box is installed on Hardware and then n number of OS instances can be installed on the
Hypervisor. So, the instances of OS are installed on hypervisor not on the Physical hardware. i.e it is
no longer tied to the Physical Hardware. Can move instance of one of these OS over the hypervisor
as easily as moving a file or picture provided the target hardware also should have the same
hypervisor. Because OS is now no longer tied to the physical hardware it is now installed on to the
hypervisor that is one of the premier reasons why virtualization is very important. Instead of having
50 servers spread over 50physical computers, we can have 50 instances of servers installed on one
physical box these are the reasons why virtualization is important
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Virtualized Cloud Model

Application Application Application
System System System

Hypervisor

A Hypervisor or Virtual Machine Manage(VMM) is computer software, firmware or
hardware that creates and runs Virtual Machines. A Computer on which a hypervisor runs one or
more virtual machines is called a Host Machine And, each virtual Machine is called a Guest
Machine. Multiple instances of a variety of OS may share the virtualized hardware resources. For
example, Linux, windows, and macOS instances can all run on a single physical x86 machine. A
hypervisor is a software tool installed on the host system to provide a layer of abstraction. Once a
hypervisor is installed, OSes and applications interact with the virtualized resources abstracted by the
hypervisor -- not the physical resources of the actual host computer.

The hypervisor is a software that can virtualize the hardware resources.
Hypervisors are classified into two types
1) Type — 1 (Native or Bare-Metal Hypervisor)
2) Type — 2 (Hosted Hypervisor)

1) Type - 1(Native or bare-Metal Hypervisor)

These hypervisors run directly on the hosts hardware to control the hardware and to manage guest
operating systems. For this reason, they are sometimes called Bare Metal Hypervisors.

2) Type — 2(Hosted Hypervisor)

These hypervisors run on a conventional Operating System just as other computer programs do.
Type-2 hypervisors abstract guest Operating Systems from the host Operating System.
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Hypervisor types
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Different types of virtualization based on the level of isolation are
1) Full Virtualization

2) Para Virtualization
1) Full Virtualization

The hypervisor provides complete abstraction, and the guest OSes don't know -- or care -- about the
presence of a hypervisor. The OS doesn't talk to the hypervisor. Each VM and its guest OS works
just as if it was running alone on independent computers, and no special modifications or adaptations
are needed in the OSes.

Full Virtualization is virtualization in which the guest operating system is unaware that it is in a
virtualized environment, and therefore hardware is virtualized by the host operating system so that
the guest can issue commands to what it thinks is actual hardware, but really are just simulated
hardware devices created by the host.
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2) Para Virtualization

Paravirtualization is virtualization in which the guest operating system is aware that it is a
guest. Paravirtualization allows the guest OS to actually recognize the presence of a hypervisor and
communicate directly with that hypervisor. the guest VM OSes must be modified or adapt for
exchanging hypercalls with the paravirtualization hypervisor.

Para-Virtualization

MODIFIED
GUEST OS

Hypercall

How Does Paravirtualization Work?

To enable hypercalls in paravirtualization, modifications have to be done with the OS kernel, the core

program that controls the whole OS. This lets the guest OS know that it is in a virtualized environment
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sitting on top of a hypervisor. When a user executes a command in the guest OS, it is communicated through

a hypercall to the hypervisor. The chart below shows a simplified flow of how paravirtualization works.

PARAVIRTUALIZATION
Techslang

B Hypercall

Modified
Guest OS

Operation E

Hypervisor Host Hardware

Two Models of Cloud Computing are
1) Deployment Models

2) Service Models

cLoup
COMPUTING

Private
Public Cloud
Cloud

Hybrid

1.4) Services
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1.4.1) Software as a Service(SaaS)

1.4.2) Platform as a Service(PaaS)

1.4.3) Infrastructure as a Service(laaS)

Cloud Clients
(Thick Clients, Thin Clients,
Mobiles)

Saas

Allows End users to access

Software as a
Service

(CBM_ Email. Video
Conferencine. Accounting)

Software as a Service

Plaform as a
Service

FPaas
(Database,Web Server,
Development Tools)

Allows Developers to access
Development environments, web servers

IaaS

Allows I'T Administrator to access
Storage, Networking, Servers

Infrastucture as a

Service

The Term Service in Cloud Computing is able to use reusable, fine grained components across a vendor’s
network.

Benefits with such “ as a service” are
O Allows to make them available to small business
O Allows to use components in large scale
O Allows resources or components to be shared by many users

O Allows users to access resources on different hardware

1.4.1) Software as a Service(SaaS)

Software as a Service(SaaS)is one of the service Model, in which an application is hosted as a
service to customers who access it via the internet. The Customer doesn’t have to maintain it or
support it and the provider does all patching and upgrades as well as keeping the infrastructure
Running Some of these applications include

% Billing and Invoicing system

¢ Customer Relationship Management
Dr. M. Kalpana Devi, Assoc. Professor, MCA Department, SITAMS, Chittoor
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«+ Accounting
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«» Sales

SaaS removes the need for Organization to install and run applications on their own computers . This
eliminates the expense of and maintenance , as well as software licensing, installation and support

Characteristics of SaaS
O Managed from a central location
O Hosted on a remote server
O Accessible over the internet

O Users not responsible for hardware or software updates

ﬁService Consumer
1
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When to Use SaaS

There are many different situations in which SaaS may be the most beneficial, including:
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O If you are a startup or small company that needs to launch e-commerce quickly and don’t have
time for server issues or software

O For short-term projects that require collaboration
O If you use applications that aren’t in-demand very often, such as tax software
For applications that need both web and mobile access
Other Benefits of the SaaS Model Include
1) Flexible Payments
2) Scalable usage
3) Automatic updates
4) Smaller Staff
5) Better Marketing
6) Customization

1) Flexible Payments
Rather than purchasing software to install, the customers subscribe to a SaaS offering.
Generally, they pay for this service on a monthly basis using a pay-as-you-go model

2) Scalable Usage
Cloud Services like SaaS offer high scalability, which gives customers the option to access
more, or fewer services on-demand.

3) Automatic Updates
Rather than purchasing new software, customers can rely on a SaaS Providers to
automatically perform updates and patch management. This further reduces the burden on in-
house IT Staff.

4) Smaller Staff
IT Systems require the overhead of salaries, benefits, insurance and building space. The
ability to get applications from cloud reduces the need for as much IT staff.

5) Scalable Usage
Cloud Services like SaaS offer high scalability, which gives customers the option to access
more, or fewer services on-demand

6) Automatic Updates
Rather than purchasing new software, customers can rely on a SaaS Providers to
automatically perform updates and patch management. This further reduces the burden on in-
house IT Staff.

Issues or Obstacles
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Organizations that has a very specific computation needs might not be able to find the application
available through SaaS. In That case, they need to buy the software and install it on their local
Machines. Unable to port the application to a new vendor. old vendor might charge a hefty moving
fee.

1.4.2) Platform as a Service(PaaS)

PaaS provides cloud platforms and runtime environment for developing , testing and
managing applications In addition to storage and other computing resources, users are able to use a
suite of prebuilt tools to develop, customize and test their own applications. It allows software
developers to deploy applications without requiring all the related infrastructure. PaaS has a feature
of Point-and-Click tools that enables non-developers to create web applications. Google’s App
Engine, Force.com are examples of PaaS Offering vendors. Developers may log on to these websites
and use the built-in API to create web based applications. Users : Software Developers

Characteristics of PaaS

It is built on virtualization technology, meaning resources can easily be scaled up or down as your
business changes. Provides a variety of services to assist with the development, testing, and
deployment of apps. Numerous users can access the same development application
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When to use PaaS
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There are many situations that utilizing PaaS is beneficial or even necessary.
U PaaS is beneficial if you wish to be able to create your own customized applications.

U This cloud service also can greatly reduce costs and it can simplify some challenges that come up if
you are rapidly developing or deploying an app.

Benefits of PaaS

Consumers need not bother about the administrative tasks because it’s the responsibility of Cloud
Provider. Customers need not purchase expensive hardware, servers and Data Storage. It is very easy
to scale up or down automatically based on application resource demands. It is the responsibility of
providers to maintain software versions and patch installations.
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Issues of PaaS

Lack of Portability between PaaS Clouds

One of the disadvantage of PaaS is that the developer lock-in with a particular vendor. For Eg: an
application written in python using Google App Engine is likely to work only in that environment.
Therefore the vendor lock —in is the biggest problem in PaaS

Security Engineering of PaaS Applications

Since the PaaS Applications are dependent on network, PaaS applications must explicitly use
crypography and manage security exposures

Not easy to switch service providers

Cloud service providers promises vendors that the cloud will be flexible to use and integrate,
however switching cloud services is not easy. Most organizations may find it difficult to host and
integrate current cloud applications on another platform. Interoperability and support issues may
arise such as applications developed on Linux platform may not work properly on Microsoft
Development Framework (.Net).

1.4.1) Infrastructure as a Service(laaS)

A vendor provides clients pay-as-you-go access to storage, networking, servers and other computing
resources in the cloud. Organizations use their own platforms and applications within a service
provider’s infrastructure. laaS is a cloud service that provides basic computing infrastructure
Services are available on PAY-FOR-WHAT-YOU-USE Model. 1aaS Providers include Amazon
Web Services, Microsoft Azure and Google Compute Engine. Users: IT Administrator

Characteristics of laaS
O Virtual Machines with pre-installed software
O Virtual machines with pre-installed OS such as windows, linux etc..
U Resources are available as a service

U The cost varies depending on consumption
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O Services are highly scalable
O Typically includes multiple users on a single piece of hardware
U Provides complete control of the infrastructure to organizations

U Dynamic and flexible
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When to use laaS
Just as with SaaS and Paas, there are specific situations when it is the most advantageous to use laaS.

If you are a startup or a small company, laaS is a great option so you don’t have to spend the time or
money trying to create hardware and software. For rapidly growing companies, laaS can be a good
option as you don’t have to commit to a specific hardware or software as your needs change and
evolve. It also helps if you are unsure what demands a new application will need as there is a lot of
flexibility to scale up or down as needed.

Benefits of 1aaS
QO Is the most flexible cloud computing model
O Easily allows for automated deployment of storage, networking, servers, and processing power
U Hardware can be purchased based on consumption

U Gives clients complete control of their infrastructure
Dr. M. Kalpana Devi, Assoc. Professor, MCA Department, SITAMS, Chittoor
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O Resources can be purchased as-needed

Q Is highly scalable

Issues of laaS

Compatability with legacy security vulnerabilities

Because laaS offers the consumer to run legacy software in providers infrastructure, therefore it exposes
consumers to all of the security vulnerabilities of such legacy software.

Virtual Machine sprawl

The VM sometimes become out of data w.r.t security updates. however , the provider can automatically
update such VM’s, but this mechanism is hard and complex

Data Erase Practice

The consumer uses virtual machine’s that in turn uses the common disk resources provided by the cloud
provider When the consumer releases the resources, the cloud provider must ensure that next consumer to
rent the resource does not observe data residue from previous consumer

2. First Movers in the cloud

There are scores of vendors who offer cloud services. The well known vendors are:
2.1 Amazon

2.2  Google

Dr. M. Kalpana Devi, Assoc. Professor, MCA Department, SITAMS, Chittoor



2.1

5
.'

72 SREENIVASA INSTITUTE OF TECHNOLOGY AND MANAGEMENT STUDIES.

Cl (AUTONOMOUS)

Te/

MCA DEPARTMENT
LECTURE NOTES
CLOUD INFRASTRUCTURE AND SERVICES

A/
Mt

2.3 Microsoft

Amazon:

Amazon was one of the first companies to offer cloud services to the public, and they are very
sophisticated. Amazon offers a number of cloud services, including

1) Elastic Compute Cloud (EC2)

v" Offers virtual machines and extra CPU cycles for your organization. *

2) Simple Storage Service (S3)

v Allows you to store items up to 5GB in size in Amazon’s virtual storage service.
3) Simple Queue Service (SQS)

v Allows your machines to talk to each other using this message-passing API. ¢

4) SimpleDB

v A web service for running queries on structured data in real time.

v This service works in close conjunction with Amazon Simple Storage Service (Amazon S3) and
Amazon Elastic Compute Cloud (Amazon EC2), collectively providing the ability to store,
process, and query data sets in the cloud.

These services can be difficult to use, because they have to be done through the command line. if you
are used to working in a command-line environment, you shouldn’t have much trouble using the
services. Amazon is the most extensive cloud service to date. You can see more about Amazon’s
cloud services at http://aws.amazon.com.

2.2) Google

D N N NN

In contrast to Amazon’s offerings is Google.
On Amazon you get root privileges, but on App Engine, you can’t write a file in your own directory.
i.e in Google, to store data you must use Google’s database.

These are some common services offered by both the platforms. In terms of Services AWS is the
clear winner, as the amount of services offered by AWS is way more than offered by GCP.
Services available on AWS is extremely broad and wide.
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v" Now Google Cloud Platform is a clear winner when it comes to the cost of Services. For Example
,2CPU 8GB RAM instance for GCP is priced at $50 per month whereas AWS instance is priced at
$69 per month. You save 25% on the same instance selected.

v' AWS: Total of 18 Regions, with more than 3 zones per Region
v' GCP: Total of 15 Regions, with more than 2 zones per Region

v" if we talk about the scope of customization of instances, GCP wins this category as it provides a
wide range of customization for any Instance, whereas the amount of customization available on
AWS is limited.

2.3) Microsoft

Microsoft Azure, formerly known as Windows Azure, is Microsoft's public cloud computing
platform. It provides a range of cloud services, including those for compute, analytics, storage and
networking. Users can pick and choose from these services to develop and scale new applications, or
run existing applications, in the public cloud. Key components of Azure Services Platform include

= Microsoft SQL Services Provides database services and reporting.

= Microsoft .NET Services Provides service-based implementations of .NET Framework concepts
such as workflow.

= Live Services Used to share, store, and synchronize documents, photos, and files across PCs,
phones, PC applications, and web sites.

Microsoft is a little late to the cloud party and isn’t a leader in cloud computing. That honor goes to
Google and Amazon

3) When You Can Use Cloud Computing
Whether or not you should use cloud computing depends on a number of factors, including
v Cost/benefit ratio
v Speed of delivery
v" How much capacity you will use
v" Whether your data is regulated
v Your organization’s corporate and IT structure

There may be times when the need you have is a perfect match for cloud computing. But there may
also be times when cloud computing is simply not a good match for your needs. Cloud Computing

Dr. M. Kalpana Devi, Assoc. Professor, MCA Department, SITAMS, Chittoor


https://searchcloudcomputing.techtarget.com/definition/public-cloud

SREENIVASA INSTITUTE OF TECHNOLOGY AND MANAGEMENT STUDIES.
(AUTONOMOUS)
MCA DEPARTMENT

LECTURE NOTES
CLOUD INFRASTRUCTURE AND SERVICES

provides the following basic solutions so, organizations which are in need of these solutions can go
for Cloud Computing solutions

Scenarios

There are three different major implementations of Cloud Computing
a) Compute Cloud

b) Cloud Storage

c) Cloud Applications

a) Compute Cloud

Compute Cloud is one of the Cloud Computing solution, which allows to access highly scalable,
inexpensive, on-demand computing resources to run the code given to it. Some Examples of
Compute Cloud are

=  Amazon’s EC2
= Google App Engine
Amazon Elastic Compute Cloud(Amazon EC2)

Amazon Elastic Compute Cloud provides scalable computing capacity in the Amazon Web Services
(AWS) cloud. Using Amazon EC2 eliminates your need to invest in hardware up front, so you can
develop and deploy applications faster. Amazon EC2 enables you to scale up or down to handle
Organization needs .

Google App Engine(GAE)

Google App Engine (GAE) is a service for developing and hosting Web applications in Google's data
centers, belonging to the platform as a service (PaaS) category of cloud computing.

Cloud Storage

Cloud Storage allows to store your data on a vendor’s equipment. One of the first cloud offerings is
cloud storage and it remains a popular solution. There are already in excess of 100 vendors offering
cloud storage. This is an ideal solution if we want to maintain files off-site. Security and cost are the
top issues in this field and vary greatly , depending on the vendor you choose. Currently Amazon S3
is leading towards storage
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Cloud storage allows you to store your data on a vendor’s equipment.

Cloud Applications

Cloud applications differ from compute clouds in that they utilize software applications that rely on
cloud infrastructure. Cloud applications are versions of Software as a Service (SaaS) and include
such things as web applications that are delivered to users via a browser or application like Microsoft
Online Services.

Cloud applications often eliminate the need to install and run the applications on the customer’s own
computer. Thus, eliminating the burden of software maintenance, ongoing operation and support

When you shouldn’t use Cloud Computing

There are plenty of cases where cloud computing may not be appropriate for any reason ranging
from cost to hardware requirements

Dr. M. Kalpana Devi, Assoc. Professor, MCA Department, SITAMS, Chittoor
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1) Minding the Details

if you want to put HIPAA(Health Insurance Portability and Accounting Act) data on a cloud ,
you should not because the sensitive information in that data may get revealed when such
data is mingled with another organization’s data in the server.

2) Legislative Issues

Data that contains sensitive information should not be uploaded in cloud because there are
laws and policies that allow the government freer access to data on a cloud than on a private
server. For example, the Stored Communications Act allows the FBI access to data without
getting a warrant or the owner’s consent.

3) Geopolitical Concerns

Organizations should not post their legal data to another countries cloud because the
Organizations does not know the legal policies or Acts of the country. For Eg., if you are in
canada and you should not post your data to American Cloud. Canadian Government has
declared there government workers, not post their government details to cloud because it may
get revealed according to other countries Act.

4) Hardware Dependencies

if an application requires specific hardware, chips, drivers then cloud is not a right choice
because the service provider may not have exact hardware we require, it will have
precise(approximate) hardware we require. This will significantly narrow our options

Intermet

The application has specific
hardware needs
50 it's best to keep it in-house.

The application’s hard ware needs
couldn’t be served by the provider.

5) Server Control

Some applications need full control over server i.e. detailed control over amount of memory ,
CPU, Hard drive specification etc..then cloud is not an appropriate match for such applications'

Dr. M. Kalpana Devi, Assoc. Professor, MCA Department, SITAMS, Chittoor



#7N:. SREENIVASA INSTITUTE OF TECHNOLOGY AND MANAGEMENT STUDIES.

{gﬁ;:ﬂg‘;. (AUTONOMOUS)
Y MCA DEPARTMENT
LECTURE NOTES

CLOUD INFRASTRUCTURE AND SERVICES

6) Cost

One of the Biggest Benefit of Cloud Computing is Cost. Generally its less expensive to run
an application , than to invest on infrastructure , buy the application and manage it. However,
overtime, it may cost more to pay the cloud subscription than to have simply bought the
servers yourself.

7) Lack of need

If there is no need to get services from cloud then no need to go for cloud. If we just want to
use cloud for fashion sake, then cloud is not an appropriate choice

8) Integration with Existing Apps

Integration between on-premises and cloud based systems can be problematic i.e integration
an application from our system with an application in the cloud leads to problem like
security, speed, reliability.

9) Latency Concerns

In Cloud, the data and application are located on a series of servers geographically disparate
from our own site If end user requests for a data, it is going to take some time for the data to
reach you. But if you require data instantaneously, the cloud might not be our best option

Q e
o

e
-

=
e

v
B e
<f}—Z
Intermet
Your users <= =

Latency can cause problemns

when using a cloud vendor. D
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Servioe provider s distributed servers

10) Throughput Demands

Throughput — how much data can be transferred from one location to another in a given amount
of time Cloud computing is generally billed based on pay-as-you-model but that is great and fair
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until we didn’t go for more throughput Once we demand more throughputs, the more we have to
pay. So, cloud is not the right choice when we demand more throughputs

o rnore o Ta oo o pa st

SoxrvEoe Prosidex s disstrbanbod moxeaaxs

4) Benefits of Cloud Computing
1) Efficiency / cost reduction

By using cloud infrastructure, you don’t have to spend huge amounts of money on purchasing
and maintaining equipment. This drastically reduces capex costs. You don’t have to invest in
hardware, facilities, utilities, or building out a large data center to grow your business. You
do not even need large IT teams to handle your cloud data center operations, as you can enjoy
the expertise of your cloud provider’s staff.

2) Scalability

Cloud Computing allows to scale up and scale down the computing resources based on
requirements. i.e cloud infrastructure scales on demand to support fluctuating workloads. For
Example: a sales promotion might be widely popular, so sales of a particular organization will
get increased,. To do so , capacity can be added quickly to avoid crashing servers and to lose
profit. When the sale is over, capacity can shrink to reduce costs.
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3) Simplicity

The first advantage of cloud computing is its simplicity. Instead of buying, installing and configuring
a resource, cloud simplifies the process of using a computing resource by accessing it through the
internet using pay-as-you-go-model.

4) Knowledgable Vendors

When new technology becomes popular, there are plenty of vendors who pop up to offer their
version of that technology. But the technology they are offering are not reliable. Whereas cloud
providers like Amazon, Google, Microsoft are reliable because they are branded organizations so
they offer reliable services and provide plenty of capacity

5) More Internal resources

By shifting non-important or non-critical data to cloud, the IT department staff are freed up to work
on important, business related work. So, no need to add more man power and training to do business
works. Thus, cloud reduces more Internal Resources

6) Storage options

Users can choose public, private or hybrid storage offerings, depending on security needs and other
considerations.

7) Control choices

Organizations can determine their level of control with as-a-service options. These include software
as a service (SaaS), platform as a service (PaaS) and infrastructure as a service (laaS).

8) Data Security
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Storing data on the cloud is safer than storing it on physical servers and data centers. One of the
major concerns of every business, regardless of size and industry, is the security of its data. Data
breaches and other cybercrimes can destroy a company’s profit, customer loyalty and brand
positioning. Cloud offers many advanced security features that guarantee that data is securely stored
and handled.

9) Disaster recovery

Data loss is a major concern for all organizations, along with data security. Storing your data in the
cloud guarantees that data is always available, even if your equipment like laptops or PCs, is
damaged. Cloud-based services provide quick data recovery for all kinds of emergency scenarios —
from natural disasters to power outages.

10) Competitive edge

Not every company will migrate to the cloud, at least not yet. However, organizations which adopt
cloud find that many benefits that cloud offers positively impacts their business. Cloud adoption
increases every year, since companies realize that it offers them access to world-class enterprise
technology. And, if you implement a cloud solution now, you’ll be ahead of your competitors.

5) Limitations

These are other cases when cloud computing is not the best solution for our computing needs. It is
good to know about cloud issues before getting it too deep. Some of them are.

1) Requires a constant Internet connection:

Cloud computing is impossible if you cannot connect to the Internet because all the cloud
services are accessed through internet. A dead Internet connection means no work and in
areas where Internet connections are few or inherently unreliable, this could be a deal-
breaker.

2) Your Sensitive Information

Client should take more care when storing data that contains sensitive information in cloud
because once data leaves our hands and lands in the lap of a service provider, then we lost a layer
of control.

What’s the worry

When data is uploaded in cloud, then it has become much easier for the government to get
information from third parties than from a privately owned server. i.e the door is wide open for
government investigators to access the information
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Protect your Data

It doesn’t mean organization cant maintain data on cloud but organizations need to be safe. The best
way is to encrypt the data before sending it to a third party.

ot ererp pied date prupg—
|.l:. - _|'.... Ty pr— B
__,x ., Y
TouT Users Hgﬂﬂ

Encrypting pour dats bedops itis sent to the service prosider sneumes tat il
the proeader’s security messues a1 bosychad, pour detw is s 4l seoume

I.e encrypting the data before sending can protect data. Of course it applies only to those data created
on-house but not the case with data that is edited through online. Its not possible to encrypt such data
(i.e data downloaded from online and edited)

Applications Not Ready

In some cases the applications themselves are not ready to be used on the cloud. First, the application
might require a lot of bandwidth to communicate with users. The application might also take a lot of
effort to integrate with your other applications. Some applications may not be able to communicate
securely across the Internet. If they cannot communicate securely or through a tunnel, then your data
is at risk.

4) Developing Your Own Applications

Often cloud provides required applications. However, sometimes we need a very specific
application. And in that case, it becomes necessary to develop application by ourselves

Rolling Up Your Sleeves

Developing your own applications can certainly be a problem if you don’t know how to program, or
if you don’t have programmers on staff. In such a case, you’ll have to hire a software company (or
developer) or be left to use whatever applications the provider offers.
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5) Can be slow:

Even with a fast connection, web-based applications can sometimes be slower than accessing a
similar software program on your desktop PC. Everything about the program, has to be sent back
and forth from your computer to the computers in the cloud. If the cloud servers happen to be backed
up at that moment, or if the Internet is having a slow day, you would not get the instantaneous access
you might expect from desktop applications.

Security Concerns

Security is a two-sided coin in the world of cloud computing—there are pros and cons. Let’s
examine security in the cloud and talk about what’s good, and where you need to take extra care.
IDC conducted a survey of 244 IT executives about cloud services. As in the following Figure,
security led the pack of cloud concerns with 74.5 percent.

Privacy Concerns with a Third Party

The first and most obvious concern is for privacy considerations. That is, if another party is housing
all your data, how do you know that it’s safe and secure? You really don’t. As a starting point,
assume that anything you put on the cloud can be accessed by anyone. But in reality, even if
providers are doing their best to secure data, it can still be hacked, and then your sensitive
information is at the mercy of whoever broke in. The best plan of attack is to not perform mission-
critical work or work that is highly sensitive on a cloud platform without extensive security controls
managed by your organization.

Are They Doing Enough to Secure It?

There is a school of thought that says, in fact, that vendors will be going above and beyond to ensure
that your data is secure. This is a simple matter of doing business. There’s also an issue of
performance and efficiency. Since you pay as you go, if you spend an inordinate amount of time on
CPU cycles using their security tools, you’ll go looking to the competition

Hackers

There’s a lot they can do if they’ve compromised your data. It ranges from selling your proprietary
information to your competition to surreptitiously encrypting your storage until you pay them off. Or
they may just erase everything to damage your business and justify the action based on their
ideological beliefs, you may be at the mercy of whatever security measures they support.

> Bot Attackers

In a commonly recognized worst-case scenario, attackers use botnets to perform distributed denial of
service (DDOS) attacks. In order to get the hackers to stop attacking your network, you face
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blackmail. In Japan, blackmail involving DDOS is on the rise. One major Tokyo firm had to pay 3
million yen (about U.S. $31,000) after the network was brought to a screeching halt by a botnet
attack. Because the attack was so dispersed, police have been unable to track down the attackers.

—lg

Service provider is
overwhelmed by the attack.

7
/

Security Benefits

This is not to suggest that your data is unsecure on the cloud. Providers do endeavor to ensure
security. But the very nature of the cloud lends it to needing some very strong security practices.

1 Centralized Data

There are some good security traits that come with centralizing your data. Just in practice, you make
your system more inherently secure.

2 Reduced Data Loss

More than 12,000 laptops are lost in American airports every year. Also, how many laptops employ
really strong security measures, like whole-disk data encryption? If the laptop can be effectively
compromised, the information will be in the hands of the thief. By maintaining data on the cloud,
employing strong access control, and limiting employee downloading to only what they need to
perform a task, cloud computing can limit the amount of information that could potentially be lost.

3 Monitoring
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If your data is maintained on a cloud, it is easier to monitor security than have to worry about the
security of numerous servers and clients. Of course, the chance that the cloud would be breached
puts all the data at risk, but if you are mindful of security and keep up on it, you only have to worry
about one location, rather than several.

4 Instant Swapover

If your data is compromised, while you are conducting your investigation to find the culprits, you
can instantly move your data to another machine. You also don’t need to spend the time explaining
to your C-level management that the system will be down due to an incident. When you perform the
swapover, it’s seamless to your users. You don’t have to spend hours trying to replicate the data or
fix the breach. Abstracting the hardware allows you to do it instantly.

5 Logging

Logging is usually thought of late in the game, and issues develop with storage space. On a cloud,
you don’t need to guess how much storage you’ll need and you will likely maintain logs from the
get-go. Also, you can use more advanced logging techniques.

6 Secure Builds

When you developed your own network, you had to buy third-party security software to get the level
of protection you want. With a cloud solution, those tools can be bundled in and available to you and
you can develop your system with whatever level of security you desire. Finally, the ability to test
the impact of your security changes is enhanced. You simply perform and offline-test the version of
your production environment. This allows you to make sure the changes you make aren’t harm to
your network before you put it online.

7 Improved Software Security

Vendors are likely to develop more efficient security software. Since you’re charged for your CPU
cycles. As such, the vendor doesn’t want to lose your business and is going to be more inclined to
develop more efficient security software. Additionally, the vendor will be likely to look at the entire
security setup and tune wherever possible for a more efficient system. They know that the security
vendor who delivers the more efficient product will win the game.

8 Security Testing

SaaS providers don’t bill you for all of the security testing they do. It’s shared among the cloud
users. The end result is that because you are in a pool with others (you never see them, but they are
there), you get to realize lower costs for security testing. This is also the case with PaaS where your
developers create their own code, but the cloud code—scanning tools check the code for security
weaknesses.
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UNIT-II

Cloud Computing Technology

2.1 Hardware and Infrastructure

In order to get the most out of your cloud computing solution, it’s important to have the right

hardware and infrastructure in place.
2.1.1 Clients

There are different types of clients that can link to the cloud, and each one offers a different ways to
interact with the data and applications, depending on the organization and its needs.
1 Mobile

Mobile clients run the applications from laptops to PDAs and smartphones, like an iPhone
or BlackBerry. Mobile clients, of course, have security and speed concerns. Because the clients will
be connecting to the cloud from various locations that may not have an optimized connection. Most
of the applications in the cloud, they can be crafted with a mobile client in mind. While a mobile user
won’t put tons of information into a database, an application can still be developed to let them access
it. Security is a major concern, but it’s a two-sided issue. On the one hand, it’s easier to lose or
misplace a laptop, and whatever information is on it could be compromised. On the other hand, if
data is maintained on the cloud and if the laptop were to be stolen, only a minimal set of data would

be compromised
2. Thin

Thin clients, as we’ve mentioned before, are client computers that have no hard drives and
simply display what’s on the server. Thins may have a role in the organization, but likely only if you
have an in-house cloud. Of course, it depends on what applications and services you’re accessing on
the cloud. If a client only needs to access cloud-based services or is accessing a virtualized server,
then thin clients are a great option. They’re less expensive than thick clients, are much less expensive
to maintain, and use less energy. There’s also a high level of security, because no data is stored on
the thin client. All the data resides in your datacenter or on the cloud, so the risk of a physical breach

is small.
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3. Thick

Clients are already have applications installed on the end users’ machines. While offloading
some of the applications to the cloud, chances are there are still going to be some mission-critical
applications that simply need to stay in-house. These machines can certainly still connect to a
virtualized server. Thick clients are good choices if users need to maintain files on their own
machines or run programs that don’t exist on the cloud. Security-wise, thick clients are more
vulnerable to attack than thins. Since data is stored on the machine’s hard drive, if the machine is
stolen then the data could be compromised.

There’s also an issue of reliability. If a thin client fails, all it takes is for another thin to get
plugged in and the user’s work environment is right there. If a thick client fails, whatever data is
stored on the machine, including the operating system and all the configuration settings, is lost and a
new computer will have to be configured for the user.

2.1.2 Security

Security is the number one issue when it comes to cloud computing, and that only makes sense.
Since a third party stores your data.
1. Data Leakage

The biggest benefit is the centralization of data. Organizations have an issue with asset
protection, in no small part because of data being stored in numerous places, like laptops and the
desktop. Thick clients are apt to download files and maintain them on the hard drive, and there are
plenty of laptops out there with nonencrypted files. Using thin clients creates a better chance for
centralized data storage. As such, there’s less chance for data leakage. Centralization also provides
the opportunity for better monitoring. That data is in one place makes it easier to check in and see
that everything is okay.
2. Offloading Work

It’s up to the cloud provider to provide adequate security. Can all the organizations afford
2417 1T security staffing? The fact of the matter is that the cloud provider might offer more security
features than it had before. The fact that so many clients are paying allows cloud providers to have
best security, simply because of the economy of scale involved, because they want to get a good

reputation
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3. Logging
In the virtualized world of cloud computing, providers can add as much memory as they need to
extend logging.
4. Forensics

If there is a breach, the cloud provider can respond to the incident with less downtime than if
you had to investigate the breach locally. If there is a problem, the virtual machine can be cloned for
easy offline analysis. Further, many companies don’t have a dedicated in-house incident response
team. If there is a problem, IT staff have to quickly figure out their new job of taking the server
down, quickly investigating, and getting it back online for minimal production downtime.5.

Development

Security vendors aren’t in the dark about this whole cloud thing, they are actively developing

products that can apply to virtual machines and the cloud.
6. Auditing

As an IT professional, you already know the headache of securing your own local network. But when
you send your data to the cloud, a whole new set of issues arise. This is largely because your data is
being stored on someone else’s equipment.
7. Compliance
The security issues that the organization deals with are the sorts of issues that SaaS providers face—
» securing the network,
» hardware issues,
> applications, and data.
But compliance adds another level of headache.
Regulations like
Sarbanes-Oxley (SOX),
Gramm-Leach-Bliley (GLBA), and
HIPAA
» industry standards like the Payment Card Industry Data Security Standard (PCI DSS)

YV V V

make things particularly challenging.
Prior to SaaS, compliance could be managed by a few tasks:

» ldentify users and access privileges
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> ldentify sensitive data

» Identify where it’s located

> ldentify how it is encrypted

» Document this for auditors and regulators

SaaS makes these steps even more complicated. If you store compliance-sensitive data with

an SaaS provider, it is difficult to know where the data is being stored. It could be on the provider’s
equipment, or it could even be on the equipment of one of the provider’s partners. SaaS brings with it
a number of regulations, including PCI DSS. The PCI DSS Appendix A goes into even more depth
laying out rules and regulations

The PCI Appendix A
Requirement A.1 of Appendix A has four subprovisions that regulate how data is maintained by a
service provider. Let’s take a closer look at this appendix.
Requirement A.1.1—Unauthorized Exposure
The first subsection requires that each client of the provider only has access to their own data. The
important question to ask is how the SaaS provider’s system architecture prevents the unauthorized
exposure of data to other subscribers using the same service.
Appendix A.1.2—Credential Management

This section of Appendix A requires that access controls be held by the service provider and
that the controls only allow the client to be able to access that data and to protect the data from
others. If the SaaS provider handles access controls, the authentication credentials are stored on the
provider’s servers. While providers generally claim this method is safe and secure, use extra caution.
If there is a breach at the provider, then not only could your data be compromised, but also your
authentication credentials. If a user leaves your organization, their credentials need to be revoked,
and that’s easier to do in-house by your own IT staff than by relying on a service provider.
Appendix A.1.3—Logging
e Logging and audit trails are covered by Appendix A.1.3.
e Logs and audit trails are used for investigating incidents.
Appendix A.1.4—Reporting
® In this section, service providers must “provide for timely forensic investigation” if there is a

breach.
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e The SaaS provider’s logs are internal and most likely not accessible by clients, so monitoring is
nearly impossible.
e Access to logs is required for PCI compliance, and auditors or regulators may request access to
them.
® As such, clients can negotiate access to the provider’s logs as part of the service agreement.
8. Web Application Breaches
Because service providers use so many web connections, they should be asked about the
security of their web applications. This should include whether they follow Open Web Application
Security Project (OWASP) guidelines for secure application development. This is similar to
Requirement 6.5 of PCI, which requires compliance with OWASP coding procedures. Given the
wide range of server deployment, your data could be sitting on a server in Brazil, Germany, or
Thailand.

9. VPNs

VPN stands for "Virtual Private Network® which enables users to protect their online
privacy and prevent their internet service provider (ISP) from tracking their browsing activity. It
works by connecting a user's device to the VPN server, then passing their internet traffic through the
VPN provider's internet connection. Thus, the organization doesn’t have to lease as much space, pay
as much for utilities.But the more applications get offloaded to the cloud, the fewer things you have
to worry about in-house. You have file storage, email, productivity applications, and anything else
that doesn’t lend itself to being web-based. But in any event, whether your employees access the
cloud across the public Internet or from your office, you need a secure remote access solution, like
an SSL VPN.

What SSL Is

An SSL VPN (Secure Sockets Layer virtual private network) is a VPN that can be used with
a standard web browser. As compared to the traditional IPsec (Internet Protocol Security) VPN, an
SSL VPN does not require you to install specialized client software on end users’ computers. SSL is
a protocol for managing the security of message transmission on the Internet. SSL is included as part
of popular web browsers and most web server products. It employs a public and private key
encryption system from RSA.Most SSL VPN gateways provide an on-demand client, so there’s very

little management overhead on the client side and it’s easy for the end user to use.
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10. Key Management

With your data stored off-site, there’s certainly opportunity for the data to be compromised. Your
applications, compute cycles, and storage are not under your direct control, so while cloud vendors
aspire to keep your data safe, you can never really be 100 percent sure that it’s not at risk. Add to
that the possibility that there may just be an accident that causes your data to be seen by others.
That’s because many cloud services simply do not erase freed storage and some do not even initialize
storage when they assign it to you. And in the event of a hardware or software failure, some cloud
providers may not destroy data on failed machines. Additionally, it’s not just the cloud provider who
might be at fault if your data gets out. There are also concerns stemming from man-in-the-middle
attacks. And in this case, it’s imperative that you cryptographically authenticate remote services and
servers.

This is accomplished through client and server certificates that let you know you are
connecting securely to your cloud assets. This includes encrypting the data you store and ensuring
that data is set up to be destroyed when the storage key is destroyed. This process will make your
data more secure, but it also requires a lot of keys. Consider the network diagram in following
Figure. Obviously this doesn’t show every element of your network, but you’ll notice a key

management server, which is critical to have to keep track of all your keys.

@ Your Clients

Local Datacenter

Key Management Server

Your Organization
Keys on the server include
» Transport keys
» Authentication keys
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Authorization tokens
File encryption keys

Hardware storage keys

YV V V V

Revocation keys
> Certificates

2.1.3 Network

In order for the cloud to deliver its best resources, there are differing levels of connectivity needed.
Research firm Gartner identified four different levels in a June 2008 study.
1. Basic Public Internet
The public Internet is the most basic choice for cloud connectivity. This is the type of access that you
buy from an Internet service provider (ISP) and connect with via broadband or dial-up, based on
your location. But “basic public Internet” is just that—Dbasic. There are no extras like Transmission
Control Protocol (TCP) acceleration, advanced compression, or application-specific optimization.
This model has the following advantages:
® There’s a large audience. Anyone with Internet access can use this solution.
® [t’s highly fault tolerant.
e Many provider options are available.
e Secure Sockets Layer (SSL)-based, Hypertext Transport Protocol Over Secure
Sockets Layer (HTTPS), encrypted access provides confidentiality.
® [t’s cost-effective.
It also has the following disadvantages:
e Lack of end-to-end quality of service (QoS), thus making end-to-end service-level
agreements (SLAs) difficult to reach.
e Probability of poor response over high-latency connections. This is worsened by
protocol inefficiencies in TCP, HTTP, and web services.
e Downtime that might be out of your control (cable cuts, problems at the ISP, and so
forth).

This aids in speed, reliability, and a better chance of success with an SLA
2. The Accelerated Internet

Employing advanced application delivery features on top of your Internet connection can

benefit both the service provider and the client. Cloud improvement can increase by 20 percent to 50
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percent by offloading network-related functions from the server. SSL termination and TCP
connection management remove a significant amount of processing from the front-line servers.
Additionally, dynamic caching, compression, and prefetching results in better than a 50 percent
performance increase for end users.
Some providers offering this service include
» AT&T Hosting
» Citrix NetScaler
» F5’s WebAccelerator
This method is mostly oriented toward the cloud service provider, but in the end it benefits the end
user.
3. Optimized Internet Overlay
An optimized Internet overlay approach allows customers to access the cloud via the public
Internet, but enhancement occurs on the provider’s cloud. Enhancements at these points of presence
(POP) (Network interface points) include
» Optimized real-time routing. This helps avoid slowdowns, helping to make SLAS easier to
attain.
» An SSL session can be stopped so that protocols and payload can be optimized and re-
encrypted.
» Some of the application logic can reside on the POP. This allows for better scalability, fault
tolerance, and response time, usually in excess of 80 percent.
» Content that is frequently accessed can be delivered from local caches.
Disadvantages of this method include
> Itis costlier than public Internet connectivity, sometimes as much as four times as much.
» There is a strong vendor lock-in if the application is distributed into the carrier’s network
4. Site-to-Site VPN
The fourth option is to connect to the service provider directly using a private wide area
network (WAN) (normally an MPLS/VPN connection). MPLS(Multi-Protocol Label Switching) is
a traffic routing mechanism within telecom networks. It allows each customer's data to be kept
separate from other data streams through the use of specific labels that direct packets along pre-
determined paths through the network. This setup allows confidentiality, guaranteed bandwidth, and
SLA:s for availability, latency, and packet loss.
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MPLS can also scale to meet changing bandwidth needs, and SoS(Security of Software) can
also be written into the SLAs. reliable than Internet connections, especially redundancy On the

downside, private WANs are not normally more connections to multiple ISPs. Following table
compares all four connections.

Basic public | Anyone can use it Consumer applications

internet Fault tolerant Advertising supported services
Multiple providers Applications where “best
Cost-effective Performance effort” service is sufficient

issues for globally

delivered applications

Accelerated | Improved end-user Best for cost-sensitive service

internet performance where improved response
Inconsistent performance, times and bandwidth are
based on provider and ISP necessary

configuration Low cost

Optimized Consistent performance Business-critical applications
overlay Ability to have strong SLAS that require SLAs
Expensive Limited provider delivering promised
options response times and
Provider risk bandwidth
Site-to-site | Ability to have strong SLAs Business-critical applications,
VPN Site- specific delivery including server-to-server
Consistent performance traffic
Lowest latency Limited reach
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Cloud Providers
Cloud providers that use services dispersed across the cloud need a robust connection
method. Private tunnels make sure that bandwidth, latency, and loss aren’t as likely to affect
performance. Plus, encryption and strong authentication offer another benefit. Cloud providers that
are growing might face big costs as network bandwidth charges increase. This traffic is from traffic
both to and from clients as well as traffic among provider sites. Big providers, like Google, are able
to sidestep these charges by building their own WANSs with multiple peering points with major ISPs.
Unfortunately, most cloud providers aren’t able to do this. Smaller providers can use WAN
optimization controllers (WOCSs) to reduce bandwidth requirements by up to 80 percent.
Cloud Consumers
Large companies can build their own scalable distributed IT infrastructure in which
datacenters are connected with their own private fiber optic connections. This depends on distance,
bandwidth requirements, and—of course—their budgets. Clients located at major sites normally
access applications over the corporate WAN. For smaller offices or mobile workers, VPN
connections across optimized and accelerated Internet services provide a more robust solution. VPN
tunnels across the Internet are best as a primary link only when high performance is not crucial.
Pipe Size
Bandwidth is, simply put, the transmission speed or throughput of your connection to the
Internet. But, measuring bandwidth can be difficult, since the lowest point of bandwidth between
your computer and the site you’re looking at is what your speed is at that moment. There are three
factors that are simply out of your control when it comes to how much bandwidth you need:
1. The Internet bandwidth between your organization and the cloud
2. The round-trip time between your organization and the cloud
3. The response time of the cloud
Upstream/Downstream
Another factor to consider is whether it is okay for the transfers to be symmetric or asymmetric. If
your connection with the cloud is symmetric, then that means you are sending and receiving data at
the same rate. If your connection is asymmetric, then data is sent from your organization at a slower
rate than you’re receiving it. For instance, ADSL (Asymmetric Digital Subscriber Line) connections

send and receive data at different rates. The “A” in ADSL stands for asymmetric. Your organization
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is likely connecting to its ISP using something more robust than DSL, and in most cases those
connections are symmetrical. Data moves through different routers and network appliances, so your

speed will vary from time to time.

e/

—

Be cognizant of how fast data is able to be sent
in addition to how fast you are able to receive data.

Your Organization

Redundancy

When formulating your cloud infrastructure, be sure to consider the issue of reliability and
uptime and ask your service provider to configure your computing infrastructure for redundancy and
failover. In your LAN, redundancy used to mean that another server or two were added to the
datacenter in case there was a problem. These days with virtualization, redundancy might mean a
virtual server being cloned onto the same device, or all the virtual servers of one machine being
cloned onto a second physical server. Parts of your data may be housed in one location and other
parts scattered throughout the country (possibly even the world). And when the provider adds a

redundant system, again the data is scattered throughout their cloud.
2.1.4 Services

There are different services you will need to run, depending on your cloud provider and what your

organization does, these services will likely affect how your cloud infrastructure is deployed.
1. Identity

No matter where an application runs—in-house or on the cloud—it needs to know about its
users. To accomplish this, the application asks for a digital identity—a set of bytes—to describe the

user. Based on this information, the application can determine who the user is and what he or she is
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allowed to do. In-house applications rely on services like Active Directory to provide this

information.

Clouds, however, have to use their own identity services. For instance, if you sign on to
Amazon cloud services, you have to sign on using an Amazon-defined identity, Google’s App
Engine requires a Google account. OpenlD is an open, decentralized, single sign on standard that
allows users to log in to many services using the same digital identity. An OpenlD is in the form of a
uniform resource locator (URL) and does not rely on a central authority to authenticate a user’s
identity. Since a specific type of authentication is not required, nonstandard forms of authentication
may be used, including smart cards, biometric, or passwords.

2. Integration

Applications talking among themselves have become highly common. Vendors come up with
all sorts of on-premises infrastructure services to accomplish it. These range from technologies like
message queues to complex integration servers. For example, Amazon’s Simple Queue Service
(SQS) provides a way for applications to exchange messages via queues in the cloud. Another
example of cloud-based integration is BizTalk Services. Instead of using queuing, BizTalk Services
utilizes a relay service in the cloud, allowing applications to communicate through firewalls. Since
cloud-based integration requires communicating through different organizations, the ability to tunnel
through firewalls is an important problem to solve.

3. Mapping

Maps are becoming more and more popular in web applications. For instance, hotel and
restaurant web sites show their locations on their web sites and allow visitors to enter their addresses
to get customized directions. But the guy who developed the web site likely didn’t have the time or
money (not to mention the interest) to make his own mapping database. Such services as Google
Maps and Microsoft’s Virtual Earth provide this cloud-based function, allowing developers to
embed maps in web pages.

4. Payments

Another cloud service that you might want to plan for and configure your hardware

appropriately for is payments. Depending on your organization, you may or may not want to accept

online payments from customers. You can simply sign up with a service to accept credit cards, or
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you can go the route of PayPal.. With an online payment service, customers can send money directly
to your organization.
5. Search

The ability to embed search options in a web site is certainly nothing new, but it is a rich
feature that you might want to employ in your own web or application development. Microsoft’s
Live Search allows on-site and cloud applications to submit searches and then get the results back.
Searchability is limited only to the organization and what it does. For instance, a company might
develop an application that does both. For instance, let’s say a company has a database of movie
information. By typing in the name of the movie, you can search its own database as well as a search
of the Internet to give you two types of results—what’s stored in the company database as well as

what’s on the entire Web.

2.2 Accessing the Cloud
A closer look at the tools you can use to connect with the cloud so you can realize which tools will work
best for your organization and your particular needs.
2.1 Platforms
A platform is how a cloud computing environment is delivered to you.
1. Web Application Framework
A web application framework is used to support the development of dynamic web sites, web
applications, and web services. The point of a framework is to reduce the overhead that comes with
common activities in web development. For instance, frameworks provide libraries that are already
written so the developer doesn’t have to reinvent the wheel every time a web site is developed. Early in
the Web’s life, hypertext was mostly hand-coded Hypertext Markup Language (HTML) that was
published on Web servers. If a published page needed to be changed, it had to be done by the page’s
author. As the Web grew up, it became more dynamic with the addition of the Common Gateway
Interface (CGI). This allowed external applications to interface with web servers.
1.1 AJAX
Asynchronous JavaScript and XML is a group of web development techniques used for
creating interactive web applications. By using AJAX, web applications can retrieve data from the
server asynchronously. Because it is being done in the background, it won’t interfere with the display

and behavior of the current page.Technologies AJAX is a term that represents a wide range of web
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technologies that can be used to help web applications communicate with a server, but without
interfering with the current state of that page.
AJAX refers to these technologies:
> Extensible Hypertext Markup Language (XHTML) and Cascading Style Sheets (CSS) for
presentation
» The Document Object Model for dynamic display of and interaction with data
» XML and Extensible Style Sheet Language Transformations (XSLT) for the interchange
and manipulation of data, respectively
» The XMLHTttp Request object for asynchronous communication
» JavasScript to bring these technologies together
AJAX continues to evolve. For instance, while JavaScript claims a place in the acronym for AJAX it
is not the only client-side language that can be used for developing an AJAX application. Languages
like VBScript can be used, as well. Further, XML is not required for data exchange. JavaScript
Object Notation (JSON) is a widely used alternative. HTML and plain text can also be used.
Pros and Cons
Often, multiple pages on a web site contain the same information. If those pages were coded
by hand, the same content would have to be written into each and every page. AJAX allows a web
application to simply retrieve new information and adjust how the content is presented. This is very
efficient and reduces the amount of bandwidth consumed and reduces load times.
Disadvantages to AJAX include
Dynamically created web pages do not show up in the browser’s history engine, so clicking
on the Back button would not re-create the last seen page. It is difficult to bookmark a dynamically
created web page. If a browser does not support AJAX or if JavaScript is disabled, AJAX
functionality cannot be used.
1.2 Python Django
Django is an open-source web application framework written in Python. Originally it was created to
manage news sites for The World Company. Core framework are
> A lightweight, stand-alone web server for development and testing
» A caching framework, which can use any of several cache methods
» An internal dispatcher system that allows an application’s components to

communicate using predefined signals
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» An internationalization system that translates Django’s components into multiple
languages
2 Web Hosting Service
You will need a web hosting service that will allow you to store your data and applications.
This is the organization that will host your data. Some web hosting services include Amazon Elastic
Compute Cloud and Mosso.
2.1 Amazon Elastic Compute Cloud
Amazon Elastic Compute Cloud is a web service that provides resizable compute capacity in
the cloud. Amazon EC2’s web service interface allows you to obtain and configure capacity with
minimal friction. It provides complete control of your computing resources and lets you run on
Amazon’s computing environment. Amazon EC2 reduces the time required to obtain and boot new
server instances to minutes, allowing you to quickly scale capacity, both up and down, as a client’s
computing requirements change. Amazon EC2 changes the economics of computing by allowing you
to pay only for capacity that you actually use.
2.2Mo0sso
Mosso is the home of The Hosting Cloud and CloudFS, providing enterprise-grade hosting
and storage services. Mosso provides an easily managed interface so that developers, designers, and
IT managers can deploy reliable web applications quickly and easily as well as a high-performance
cloud-based storage service. Founded by two Rackspace employees, The Hosting Cloud is built upon
a cross platform, clustered-computing architecture.
There are three components to Mosso’s offering:
e Cloud Sites: Advertised as “the fastest way to put sites on the cloud”; runs Windows or
Linux applications across hundreds of servers.
e Cloud Files: Provides unlimited online storage for media (examples include backups, video
files, user content), which is served out via Limelight Networks’ Content Delivery Network.
e Cloud Servers: Able to deploy from one to hundreds of cloud servers instantly and creates
advanced, high-availability architectures.
3 Proprietary Methods
In addition to the widely used standards (like AJAX and Django), individual companies offer their

own, proprietary methods to connect to the cloud.
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3.1 Azure

The Azure Services Platform is Microsoft’s cloud solution that spans from the cloud to the
enterprise datacenter. Further, it delivers content across the PC, web, and phone. The platform
combines cloud-based developer capabilities with storage, computational, and networking
infrastructure services, all hosted on servers operating within Microsoft’s global datacenter network.
This provides developers with the ability to deploy applications in the cloud or on-premises and
enables experiences across a broad range of business and consumer scenarios.

3.2 Force.com

Force.com, a PaaS from Salesforce.com, is another way to create and deploy business
applications. By replacing the complexity of software platforms with a complete, scalable service,

Force.com provides developers a fast path to turn ideas into business impact.
3.2.1 Visualforce

As part of the Force.com platform, Visualforce gives customers the ability to design
application user interfaces for any experience on any screen. Using the logic and workflow
intelligence provided by Apex Code, Visualforce offers the flexibility to meet the requirements
of applications that feature many different types of users on a variety of devices. Visualforce uses
HTML, AJAX, and Flex for business applications.

2.2.1 Web Applications
If you are going to use applications on the cloud, there are many to choose from. Much of your
decision-making process will come down to your provider and what they offer. There are tons of
options when it comes to finding online applications.

1 Sample Applications

Different companies offer different things, but for the sake of understanding the market, let’s
take a closer look at cloud giant Google and their offerings. Google Apps, launched as a free service
in August 20086, is a suite of applications that includes

» Gmail webmail services

» Google Calendar shared calendaring

» Google Talk instant messaging and Voice Over IP

» Start Page for creating a customizable home page on a specific domain

More than 100,000 small businesses and hundreds of universities now use the service.
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2.2.3 Web APIs

An application programming interface (API) is a set of programming instructions and standards
for accessing a web-based program. Software companies release their APIs to the public so that other
software developers can design products that are powered by its service. You are likely to use APIs
when building your apps. APIs allow one program to speak with another. They are not user
interfaces. Using APIs, programs can speak to each other without the user having to be involved.

P

An API works in between two pieces of software to exchange information.

1.Google Data APIs

The Google Data APIs provide a simple standard protocol for reading and writing data on
the Web. They encompass a broad range of business functions that can be used to link your

applications within and outside of the cloud.
2. GoGrid
GoGrid’s API is a web service that allows developers to control their interaction with

GoGrid’s cloud hosting infrastructure. The GoGrid API provides two-way communication for
controlling GoGrid’s control panel functionality.
3. Apex
The Apex Web Services API is one of the world’s most widely used enterprise web services,
handling more than 50 percent of Salesforce.com’s 3.7 billion service transactions.
2.2.4. Web Browsers
To connect to the cloud, most likely you and your users will utilize a web browser. Browsers
tend to be mostly the same, but with some subtle functional differences.
1 Internet Explorer
Internet Explorer enjoys the highest market share of browser usage—69.77 percent (according to a
December 2008 study released by the web metrics firm Net Applications).
2 Firefox
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In June 2008 Mozilla released Firefox 3, a major update to its popular, free, open-source web

browser.
3 Safari

Apple claims that Safari 3.1 is the world’s fastest web browser for Mac and Windows PCs, loading
web pages 1.9 times faster than Internet Explorer 7 and 1.7 times faster than Firefox 2. Safari also
runs JavaScript up to six times faster than other browsers, and is the first browser to support the
latest innovative web standards needed to deliver the next generation of highly interactive Web 2.0

experiences.
4 Chrome

Chrome is Google’s foray into the open-source browser market. In the early days of the
Internet, web pages were frequently little more than text. But today the Web has evolved into a
powerful platform that enables users to collaborate with friends and colleagues through email and
other web applications, edit documents, watch videos, listen to music, manage finances, and much

more. Google Chrome was built for today’s Web and for the applications of tomorrow.

2.3 Cloud Storage

Cloud storage has a number of advantages over traditional data storage. If you store your data on a
cloud, you can get at it from any location that has Internet access. This makes it especially appealing to
road warriors. Workers don’t need to use the same computer to access data nor do they have to carry
around physical storage devices. Also, if your organization has branch offices, they can all access the
data from the cloud provider.

1. Storage as a Service

The term Storage as a Service (another Software as a Service, or SaaS, acronym) means that a third-
party provider rents space on their storage to end users who lack the budget or capital budget to pay for it
on their own.

It is also ideal when technical personnel are not available or have inadequate knowledge to
implement and maintain that storage infrastructure. The biggest advantage this is cost savings. Storage is
rented from the provider using a cost-per-gigabyte-stored or cost-per-data-transferred model. The end
user doesn’t have to pay for infrastructure; they simply pay for how much they transfer and save on the

provider’s servers.

2.Providers
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As we noted earlier, there are hundreds of cloud storage providers on the Web, and more
seem to be added each day. Not only are there general-purpose storage providers, but there are some
that are very specialized in what they store. We’ll look more closely at some big players later, but
here are some examples of specialized cloud providers:

e Google Docs allows users to upload documents, spreadsheets, and presentations to Google’s data
servers. Those files can then be edited using a Google application.
e Web email providers like Gmail, Hotmail, and Yahoo! Mail store email messages on their own
servers. Users can access their email from computers and other devices connected to the Internet.
e Flickr and Picasa host millions of digital photographs. Users can create their own online photo
albums.
® YouTube hosts millions of user-uploaded video files.
¢ Hostmonster and GoDaddy store files and data for many client web sites.
e Facebook and MySpace are social networking sites and allow members to post pictures and other
content. That content is stored on the company’s servers.
¢ MediaMax and Strongspace offer storage space for any kind of digital data.
3. Security
To secure data, most systems use a combination of techniques:
» Encryption
e A complex algorithm is used to encode information.
e To decode the encrypted files, a user needs the encryption key.
® While it’s possible to crack encrypted information, it’s very difficult and most hackers
don’t have access to the amount of computer processing power they would need to
crack the code.
» Authentication processes
e This requires a user to create a name and password.
» Authorization practices
e The client lists the people who are authorized to access information stored on the
cloud system.
e Many corporations have multiple levels of authorization.
e For example, a front-line employee might have limited access to data
4. Reliability
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The other concern is reliability. If a cloud storage system is unreliable, it becomes a liability.
No one wants to save data on an unstable system, nor would they trust a company that is financially
unstable. Most cloud storage providers try to address the reliability concern through redundancy, but
the possibility still exists that the system could crash and leave clients with no way to access their
saved data. Reputation is important to cloud storage providers. If there is a perception that the
provider is unreliable, they won’t have many clients. And if they are unreliable, they won’t be
around long, as there are so many players in the market.
2.3.1 Cloud Storage Providers
There are hundreds of them and new players every day. This is simply a listing of what some of the
big players in the game have to offer, and you can use it as a starting guide to determine if their
services match your needs.
» Amazon and Nirvanix are the current industry top providers, but many others are in the
field, including some well-known names.
» Google is ready to launch its own cloud storage solution called GDrive.
» EMC is readying a storage solution,
» and IBM already has a number of cloud storage options called Blue Cloud.
1. Amazon Simple Storage Service (S3)
The best-known cloud storage service is Amazon’s Simple Storage Service (S3), which launched in
2006. Amazon S3 is intentionally built with a minimal feature set that includes the following
functionality:
» Write, read, and delete objects containing from 1 byte to 5 gigabytes of data each. The
number of objects that can be stored is unlimited.
» Each object is stored and retrieved via a unique developer-assigned key.
> Objects can be made private or public, and rights can be assigned to specific users.
Uses standards-based REST(Representational State Transfer) and SOAP(Simple Object Access
Protocol) interfaces designed to work with any Internet-development toolkit.
2. Nirvanix
Nirvanix uses custom-developed software and file system technologies running on Intel storage
servers at six locations on both coasts of the United States. They continue to grow, and expect to add

dozens more server locations

3. Google Bigtable Datastore
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In cloud computing, it’s important to have a database that is capable of handling numerous
users on an on-demand basis. To serve that market, Google introduced its Bigtable. Google started
working on it in 2004 and finally went public with it in April 2008. Bigtable was developed with
very high speed, flexibility, and extremely high scalability in mind. A Bigtable database can be
petabytes in size and span thousands of distributed servers. Bigtable is available to developers as part

of the Google App Engine, their cloud computing platform.
4. MobileMe

MobileMe is Apple’s solution that delivers push email, push contacts, and push calendars
from the MobileMe service in the cloud to native applications on iPhone, iod touch, Macs, and PCs.
MobileMe also provides a suite of ad-free web applications that deliver a desktoplike experience
through any modern browser. MobileMe applications (www.me.com) include Mail, Contacts, and
Calendar, as well as Gallery for viewing and sharing photos and iDisk for storing and exchanging
documents online.

5. Live Mesh

Live Mesh is Microsoft’s “software-plus-services” platform and experience that enables PCs
and other devices to be aware of each other through the Internet, enabling individuals and
organizations to manage, access, and share their files and applications seamlessly on the Web and

across their world of devices.
2.4 Standards
Application

A cloud application is the software architecture that the cloud uses to eliminate the need to install
and run on the client computer. There are many applications that can run, but there needs to be a

standard way to connect between the client and the cloud. Here a closer look at the protocols that are

used to manage connections between both parties.
1.Communication
Computers need a common way to speak with one another.
1.1HTTP
To get a web page from your cloud provider, you’ll likely be using the Hypertext Transfer
Protocol (HTTP) as the computing mechanism to transfer data between the cloud and your

organization. HTTP is a stateless protocol. This is beneficial because hosts do not need to retain
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information about users between requests, but this forces web developers to use alternative methods
for maintaining users’ states. For example, when a host needs to customize the content of a web site
for a user, the web application must be written to track the user’s progress from page to page. The
most common method for solving this problem is sending and receiving cookies. HTTP is the
language that the cloud and your computers use to communicate. This language isn’t hard to

understand, and you’ve probably seen it before. Say your browser wants to get a given web page.
1.2 XMPP
The Extensible Messaging and Presence Protocol (XMPP) is being talked about as the next

big thing for cloud computing. The problem is that current cloud services—including SOAP and
other HTTP-based protocols—are all one-way information exchanges. This means that clouds do not
operate in real time and might have difficulties clearing a firewall. XMPP allows for two-way

communication and eliminates polling.

e

QD™ =

HTTP requires multiple polling events to update status from the web browser.

S

XMPP maintains a connection between the client and the web server.

XMPP was developed for instant messaging and presence, and it is widely used in those circles. It
includes the following features:

» XMPP allows for easy two-way communication, eliminating the need for polling.

» Itis XML-based and easily extensible, which makes it ideal for cloud services.

> ltis efficient and able to scale to millions of concurrent users on a single service.

2. Security
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Securing your cloud sessions is especially important as security is one of the top reasons
businesses are reluctant to join the cloud. Securing your cloud sessions can be accomplished via
encryption and authentication. Here we’ll talk about the widely used Secure Sockets Layer (SSL) for
encryption, and one means of authentication, OpenliD.

2.1 SSL

SSL is the standard security technology for establishing an encrypted link between a web
server and browser. This ensures that data passed between the browser and the web server stays
private. To create an SSL connection on a web server requires an SSL certificate. When your cloud
provider starts an SSL session, they are prompted to complete a number of questions about the
identity of their company and web site. The cloud provider’s computers then generate two
cryptographic keys—a public key and a private key. The public key does not need to be secret and is
placed into a Certificate Signing Request (CSR).

This is a file that contains your details. You then submit the CSR. During the SSL certificate
application process, the certification authority will validate your details and issue an SSL certificate,
containing your details, allowing you to use SSL. The cloud provider will then match your issued
SSL certificate to your private key. Your web browser will be able to establish an encrypted link
between your computer and the cloud provider. Normally, the SSL certificate will contain your cloud
provider’s domain name, company name, address, city, state, and country. It will also contain the
expiration date of the certificate and details of the certification authority responsible for issuing the

certificate.
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1. The browser checks the web site's certificate to ensure that the site you are connecting to is
the real site and not someone else intercepting and spoofing the site.

2. The browser and web site decide on what type of encryption to use.

3. The browser and server send each other unique codes to use when encrypting information
to be sent.

4. The browser and server use the encryption to start talking,

5. The browser shows the encrypting icon, and web pages are passed as secured.

2.2 OpenID

OpenlID is an open-source solution for the problem of needing a unique username and
password for access to different web sites, thus making your life simpler. This allows you to choose
the OpenlD provider that best meets your need and that you trust. OpenlID is free, this is good for
businesses, because it means a lower cost for password and account management.OpenID is a
lightweight way to authenticate users, using the same technology that is used to identify web sites.

2.3 PCI DSS

Payment Card Industry Data Security Standards (PCI DSS) requirement 2.2.1 is a vague area
for many, especially as it relates to cloud computing. is a set of requirements intended to ensure that
all companies that process, store, or transmit credit card information maintain a secure environment.
It was launched on September 7, 2006, to manage PCI security standards and improve account
security throughout the transaction process. The requirement states that an organization can
“implement only one primary function per server.” You can have multiple systems that are
virtualized; you just have to ensure that they are segmented and isolated from each other. In the past,

copyright law was written to prevent you from making copies of movies and music.
3.Client
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When your clients connect to the cloud, they need to run certain software on their machines,

and most often it’ll be a web browser, or a similarly equipped application. Web browsers use a

number of ways to store and display data, like the widely known Hypertext Markup Language
(HTML).
3.1HTML

Since so much of cloud computing is based on connecting via the World Wide Web, it’s
important to talk about the main standard to communicate data—HTML. When you click on a link in
a web page, you are accessing HTML code in the form of a hyperlink, which then takes you to
another page. 3.2 Dynamic HTML. Dynamic HTML (DHTML) is not a new specification of HTML,
but rather a different way of looking at and controlling the standard HTML codes and commands.
When a regular HTML page loads, it will not change until another request comes to the server.
DHTML gives you more control over the HTML elements, allowing them to change without
returning to the web server. There are four parts to DHTML.:

» Document Object Model (DOM): The DOM specifies every part of a web page, and provides
consistent naming conventions, allowing you to access your web pages and change their
properties.

» Scripts :The most common scripting languages in DHTML are JavaScript and ActiveX. Scripts
are used to control the objects specified in the DOM

e (Cascading Style Sheets (CSS):CSS is used in DHTML to control the look and feel of
the web page. Style sheets list the colors and fonts of text, the background colors and

images, and the placement of objects on the page.

e XHTML: DHTML web pages are actually written in XHTML or HTML 4.x.

e XHTML is HTML documents written to conform with XML syntax.

e PBut it is important to have valid XHTML, because there are more things working

from it than just the browser.
3.3 JavaScript
Basic HTML does only basic stuff. It’s when you use JavaScript to write functions that are
embedded in the HTML pages and interact with the DOM that you start adding pizzazz and specific
user-entered data that adds functionality to your web pages. Here are some examples of the uses of
JavaScript:
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» Opening or popping up new windows, and having control of the size and attributes of
the window (whether to include menus, toolbars, and so on).
» Validating web form input values to ensure that they will be accepted before
submitting them to the server.
» Changing images as the cursor rolls over them.
4. Infrastructure
Infrastructure is a way to deliver virtualization to your cloud computing solution. Both across
the Internet (having your machines running on a remote server and displayed at your organization)
and locally (having your clients’ sessions run on a local server and displayed at their desktops). Here
we’ll talk about how virtualization—a fairly new computing solution—is being standardized and
how major players are working and playing together to make it come together
4.1 Virtualization
Whenever something new happens in the world of computing, competitors duke it out to have
their implementation be the standard. Virtualization is somewhat different, and major players worked

together to develop a standard.
4.1.1 VMware

AMD, BEA Systems, BMC Software, Broadcom, Cisco, Computer Associates International,
Dell, Emulex, HP, IBM, Intel, Mellanox, Novell, QLogic, and Red Hat all worked together to
advance open virtualization standards. VMware says that it will provide its partners with access to
VMware ESX Server source code and interfaces under a new program called VMware Community
Source. This program is designed to help partners influence the direction of VMware ESX Server
through a collaborative development model and shared governance process.

4.1.2 OVF

As the result of VMware and its industry partners’ efforts, a standard has already been
developed called the Open Virtualization Format (OVF). OVF describes how virtual appliances can
be packaged in a vendor-neutral format to be run on any hypervisor. It is a platform-independent,
extensible, and open specification for the packaging and distribution of virtual appliances composed
of one or more virtual machines.

5.Service
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A web service, as defined by the World Wide Web Consortium (W3C), “is a software system
designed to support interoperable machine-to-machine interaction over a network” that may be
accessed by other cloud computing components. Web services are often web APIs that can be
accessed over a network, like the Internet, and executed on a remote system that hosts the requested
services.Here we’ll talk about some of the popular web services, like REST, SOAP, and JSON.

5.1 Data

Data can be stirred and served up with a number of mechanisms; two of the most popular are

JSON and XML. Both are based on leading industry standards—HTML and JavaScript— to help

deliver and present data.
5.1.1 JSON
JSON is short for JavaScript Object Notation and is a lightweight computer data interchange

format. It is used for transmitting structured data over a network connection in a process called

serialization. It is often used as an alternative to XML
5.2 Web Services

Web services describe how data is transferred from the cloud to the client. See how REST
and SOAP work, and which would be best for your cloud needs.

5.21 REST

Representational state transfer (REST) is a way of getting information content from a web
site by reading a designated web page that contains an XML file that describes and includes the
desired content. For instance, REST could be used by your cloud provider to provide updated
subscription information. Subscribers only need to know the uniform resource locator (URL) for the
page where the XML file is located, read it with a web browser, understand the content using XML
information, and display it appropriately. REST is similar in function to the Simple Object Access
Protocol (SOAP), but is easier to use. SOAP requires writing or using a data server program and a
client program (to request the data). However, SOAP offers more capability.

5.2.2 SOAP

Simple Object Access Protocol (SOAP) is a way for a program running in one kind of
operating system (such as Windows Vista) to communicate with a program in the same or another
kind of an operating system (such as Linux) by using HTTP and XML as the tools to exchange

information. One of the advantages of SOAP is that program calls are more likely to get through
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firewalls that normally screen out requests for those applications. Because HTTP requests are
normally allowed through firewalls, programs using SOAP can communicate with programs

anywhere.

UNIT 1

Common Standards in cloud computing

In internet circles, everything eventually gets driven by a working group of one sort or another. A
working group is an assembled, cooperative collaboration of researchers working on new research activities
that would be difficult for any one member to develop alone. A working group can exist for anywhere
between a few months and many years. Working groups generally strive to create an informational
document a standard, or find some resolution for problem related to a system or network. Working group is

sometimes also referred to as task groups or technical advisory groups.
1. The open cloud consortium:

The purpose of the Open Cloud Consortium is to support the development of standards for cloud
computing and to develop a framework for interoperability among various clouds. The OCC supports the
development of benchmarks for cloud computing and is a strong proponent of open source software to be
used for cloud computing. OCC manages a testing platform and a test-bed for cloud computing called the
Open Cloud Test-bed. The group also sponsors workshops and other events related to cloud computing.

The OCC is organized into several different working groups. For example, the Working Group on
Standards and Interoperability for Clouds focuses on developing standards for interoperating cloud the
provide on-demand computing capacity. One architecture for clouds that was popularized by a series of
Google technical reports describes a strong cloud providing a distributed file system, a compute cloud
supporting Map Reduce, and a data cloud supporting table services. The open source Hadoop system

follows this architecture.

There is also a working Group on Wide area Clouds and the Impact of Network protocols on clouds.
The focus of this working group is on developing technology for wide area clouds, including creation of

methodologies and benchmarks to be used for evaluating wide area clouds. This working group is tasked to
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study the applicability of variants of TCP and the use of other network protocols for clouds.There is an Open

Cloud Test-bed Working Group that manages and operates the Open cloud Test-bed.

The open Cloud test-bed uses Cisco C-Wave and the UIC Teraflow Networks for its network
connections. C-Wave makes network resources available to researchers to conduct networking and
applications research. It is provided at no cost to researchers and allows them access to 10G Waves. The
Teraflow Test-bed (TFT) is an international application network for exploring, integrating, analyzing, and
detecting changes in massive and distributed data over wide-area high-performance networks. The Teraflow
Test-bed analyzer streaming data with the goal of developing innovative technology for data streams at very

high speeds.

The Working Group on Information Sharing, Security, and Clouds has a primary focus on standards-
based architectures for sharing information between clouds. This is especially true for clouds belonging to
different organizations and subject to possibly different authorities and policies. This Group is also

concerned with security architectures for clouds.
2. The Distributed Management Task Force:

The DMTF started the Virtualization Management Initiative (VMAN). The VMAN unleashes the
power of virtualization by delivering broadly supported interoperability and portability standards to virtual
computing environments. VMAN enables IT managers to deploy preinstalled, preconfigured solutions
across heterogeneous computing networks and to manage those applications through their entire life cycle.
Virtualization has enhanced the IT industry by optimize use of systems deployed and managed. This

consolidation reduces hardware costs and mitigates power and cooling needs.

The technologies available to IT managers through the VMAN Initiative, companies now have a

standardized approach to

1. Deploy virtual computer systems

2. Discover and take inventory of virtual computer systems
3. Manage the life cycle of virtual computer systems

4. Add/change/delete virtual resources

5. Monitor virtual system for health and performance

2.1. Open Virtualization Format:
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This enhances security of format and will help to alleviate security concerns of users who adopt
virtual applications produces by third parties. The OVF also provides mechanism that support license
checking for the enclosed VM’s addressing a key concern of both independent software vendors and

customers.

One key feature of the OVF is virtual machine packaging portability. Another benefit of the OVG is
a simplified installation and deployment process. The OVF is designed to be extended as the industry moves

forward.
3. Standards for Application Developers:

The purpose of application development standards is to ensure uniform, consistent, High-quality
software solutions. Programming standards help to improve the readability of the software, allowing
developers to understand new code more quickly and thoroughly application standards that are commonly

used across the Internet in browsers, for transferring data, sending messages, and securing data.
3.1. Browsers (Ajax):

Ajax, or its predecessors AJAX (Asynchronous JavaScript and XML), is a group of interrelated web
development techniques used to create interactive web applications or rich Internet applications. Using Ajax,
web applications can retrieve data from the server asynchronously, without interfering with the display and
behavior of the browser page currently being displayed to the user. The use of Ajax has led to an increase in

interactive animation on web pages.

In many cases, related pages that coexist on a web site share much common content. Using
traditional methods, such content much be reloaded every time a request is made. Using Ajax, a web
application can request only the content that needs to be updated. This greatly reduces networking
bandwidth usage and page load times. Using asynchronous requests allows a client browser to appear more
interactive and to respond to input more quickly. Sections of pages can be reloaded individually. Users

generally perceive the application to be faster and more responsive.

The frame work helps them to build dynamic web pages on the client side. Data is sent to or from the
server using requests, usually written in JavaScript. On the server, some processing may be required to
handle these requests, for example, when finding and storing data. This is accomplished more easily with the

use of a framework dedicated to process Ajax requests. One such framework, ICEfaces.

3.1.1. ICFfaces Ajax Application Framework:
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ICEfaces is an integrated Ajax application framework that enables Java EE application developers to
easily create and deploy thin-client rich Internet applications in pure Java. ICEfaces is a fully featured
product that enterprise developers can use to develop new or existing Java EE applications at no cost.
ICEfaces is the most successful enterprise Ajax framework available under open source.

To run ICEfaces applications, users need to download and install the following products:

e Java 2 platform, Standard Edition
e Ant
e Tomcat

e |CEfaces

e  Web browser (if you don’t already have one installed)
ICEfaces leverage the entire standards-based Java EE set of tools and environments.
3.2. Data (XML, JSON):

Extensible Markup Language (XML) is a specification for creating custom markup language. It is
classified as an extensible language because it allows the user to define markup elements. Its purpose is to
enable sharing of structured data. XML is often used to describe structured data and to serialize objects.
Various XML-based protocols exits to represents data structures for data interchange purposes. Using XML
is arguably more complex than using JSON, which represents data structures in simple text formatted
specifically for data interchange in an uncompressed form. Both XML and JSON lack mechanism for

representing large binary data types such as images.

An XML document has two correctness levels, well-formed and valid. A well-formed document
conforms to the XML syntax rules. A valid document is well formed and additionally conforms to semantic

rules which can be user-defined or exist in an XML schema.

XML documents must conform to a variety of rules and naming conventions. By carefully choosing
the names of XML elements, it is possible to convey the meaning of the data in the markup itself. This

increases human readability while retaining the syntactic structure needed for parsing.
3.2.1. JavaScript Object Notation (JSON):

JSON is a lightweight computer data interchange format. It is a text-based, human-readable format

for representing simple data structures and associative arrays (called objects). The JSON format is specified
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in Internet Engineering Task Force Request for Comment (RFC) 4627. The JSON format is often used for
transmitting structured data over a network connection in a process called serialization. Its main application
IS in Ajax web application programming, where it serves as an alternative to the XML format. JSON is
based on a subset of the JavaScript programming language.

Even though JSON was intended as a data serialization format, its design as a subset of the
JavaScript interpreter to dynamically execute JSON text as JavaScript can expose a program to bad or even

malicious script.

3.3. Solution Stack (LAMP and LAPP) :

3.3.1. Linux, Apache, MySQL, and PHP (or Perl or Python):

LAMP is a popular open source solution commonly used to run dynamic web sites and servers. The
acronym derives from the fact that it includes Linux, Apache, My SQL, and PHP (or Perl or Python) and is
considered by many to be the platform of choice for development and deployment of high-performance web
applications which require a solid and reliable foundation. The combination of these technologies is used
primarily to define a web server infrastructure or for creating a programing environment for developing
software. The LAMP combination has become popular because of its open source nature, low cost, and the

wide distribution of its components.
3.3.2. Linux, Apache, PostgreSQL, and PHP (or Perl or Python):

The LAPP stack is an open source web platform that can be used to run dynamic web sites and
servers. It is considered by many to be a more powerful alternative to the more popular LAMP stack. These
advanced and mature components provide a rock-solid foundation for the development and deployment of
high-performance web applications. LAMP offers SSL, PHP, Python, and Perl support for Apache2 and
PostgreSQL. These are an administration front-end for PostgreSQL as well as web-based administration
modules for configuring Apache2 and PHP. PostgreSQL password encryption is enabled by default.

4. Standards for Messaging:

A message is a unit of information that is moved from one place to another. A true standard is
usually characterized by certain traits, such as being managed by an international standards body or an

industry consortium, and the standard is created jointly by a community of interested parties. The Internet
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Engineering Task Force (IETF) is perhaps the most open standards body on the planet, because is open to

everyone. Participants can contribute, and their work is available online for free.

4.1. Simple Message Transfer Protocol (SMTP):

Simple Message Transfer Protocol is arguably the most important protocol is used today for basic
messaging. Before SMTP was created, email messages were sent using File Transfer Protocol (FTP). A
sender would compose a message and transmit it to the recipient as if it were a film. While this process

worked, it had its shortcomings.

SMTP was designed so that sender and recipient information could be transmitted with the message.
SMTP was initially defined in 1973. It has evolved over the years. SMTP is a two-way protocol that usually
operates using TCP (Transmission Control Protocol) port 25. Through many people don’t realize it, SMTP
can be used to both send and receive messages.

4.2. Post Office Protocol (POP):

SMTP can be used both to send and receive messages, but using SMTP for this purpose is often
impractical or impossible because a client must have a constant connection to the host to receive SMTP
messages. The Post Office Protocol (POP) was introduced to circumvent this situation. POP is a lightweight
protocol whose single purpose is to download messages from a server. This allows a server to store
messages until a client connects and requests them. Once the client connects, POP servers being to
download the messages and subsequently delete them from the server (a default setting) in order to make
room for more messages. Users respond to a message that was downloaded using SMTP. The POP protocol
is defined by RFC 1939 and usually functions on TCP port 110.

4.3. Internet Messaging Access Protocol (IMAP):

Once mail message are downloaded with POP, they are automatically deleted from the server when
the download process has finished. Thus POP users have to save their messages locally, which can present
backup challenges when it is important to store or save messages. Many businesses have compulsory
compliance guideline that require saving messages. It also becomes a problem if user moves from computer
to computer or uses mobile networking, since their messages do not automatically move where they go. To

get around these problems, a standard called Internet Messaging Access Protocol was created. IMAP allows
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messages to be kept on the server but viewed and manipulated (usually via a browser) as though they were
stored locally. IMAP is a part of the RFC 2060 specification, and functions over TCP port 143.

4.4. Syndication (Atom, Atom Publishing Protocol, and RSS):

Content syndication provides citizens convenient access to new content and headlines from
government via RSS (Really Simple Syndication) and other online syndication standards. Governments are
providing access to more and more information online. Sharing headlines and content through syndication
standards such as RSS (the little orange [XML] button, ATOM, and others) essentially allows a government
to control a small window of content across web sites that choose to display the government's headlines.

Headlines may also be aggregated and displayed through ‘“newsreaders" by citizens through

standalone applications or as part of their personal web pages.

Portals can automatically aggregate and combine headlines and/or lengthier content from across
multiple agency web sites. This allows the value of distributed effort to be shared, which is more

sustainable.

Benefits: Ability to scan headlines from many sources, all in one place, through a newsreader. Journalists

and others locally focused web sites will be among the primary feed users.

Limitations: Governments need to accept that while they control the content of the feed, the actual display
of the headlines and content will vary. Popular RSS feeds can use significant amounts of bandwidth. Details
on how often or when a feed is usually updated. They “ping" it once a day instead of every hour. Automated

syndication requires use of a content management system.
4.4.1. RSS (Really Simple Syndication):

RSS is a family of web feed formats used to publish frequently updated works — such as blog entries,
news headlines, audio, and video — in a standardized format. As RSS documents includes full or summarized
text, plus metadata such as publishing dates and authorship. Web feed benefit publishers by letting them
syndicate content automatically. They benefit readers who want to subscribe to timely updates from favored
web sites or to aggregate feeds from many sites into one place. RSS feeds can be read using software called
a reader that can be web-based, desktop-based, a mobile device, or any computerized Internet-connected

device.

Dr. M. Kalpana Devi, Assoc. Professor, MCA Department, SITAMS, Chittoor



#\, SREENIVASAINSTITUTE OF TECHNOLOGY AND MANAGEMENT STUDIES.
(AUTONOMOUS)
MCA DEPARTMENT

LECTURE NOTES
CLOUD INFRASTRUCTURE AND SERVICES

4.4.2. Atom and Atom Publishing Protocol (APP):

The name Atom applies to a pair of related standards. The Atom Syndication Format is an XML
language used for web feed, while the Atom Publishing Protocol (AtomPub or APP) is a simple HTTP-
based protocol (HTTP is described later in this chapter) for creating and updating web resources, sometimes
known as web feeds. The Atom format was developed as an alternative to RSS.

A program known as a feed reader or aggregator can check web pages on behalf of a user and
display any updated articles that it finds.

Web-based feed readers and news aggregators require no software installation and make the user's

feeds available on any computer with web access. Some aggregator’ssyndicate’s web feeds into new feeds.

4.5. Communications (HTTP, SIMPLE, and XMPP):
4.5.1. Hypertext Transfer Protocol (HTTP):

HTTP is an application-level protocol for distributed, collaborative, hypermedia information

systems. Its use for retrieving linked resources led to establishment of the World Wide Web.

HTTP is a request/response standard between a client and a server. A client is the end-user; the
server is the web site. The client making a HTTP request — using a web browser, spider, or other end-user
tool — is referred to as the user agent. The responding server — which stores or creates resources such as
HTML files and images — is called the origin server. HTTP can be implemented on top of any other
protocol; all it requires is reliable transport, so any protocol, on the Internet or any other network that

provides reliable transport can be used.
45.2. SIMPLE:

Session Initiation Protocol for Instant Messaging and Presence Leveraging Extensions (SIMPLE) is
an instant messaging (IM) and presence protocol suite based on the Session Initiation Protocol (SIP). Like
XMPP, SIMPLE is an open standard. SIMPLE makes use of SIP for registering for presence information
and receiving notifications when presence-related events occur. It is also used for sending short messages
and managing a session of real-time messages between two or more participants. Implementation of the

SIMPLE-based protocols can be found in SIP softphones and also hard-phones. The SIMPLE presence

Dr. M. Kalpana Devi, Assoc. Professor, MCA Department, SITAMS, Chittoor



#\, SREENIVASAINSTITUTE OF TECHNOLOGY AND MANAGEMENT STUDIES.
(AUTONOMOUS)
MCA DEPARTMENT

LECTURE NOTES
CLOUD INFRASTRUCTURE AND SERVICES

specifications can be broken up into core protocol methods, presence information, and the handling of

privacy, policy and provisioning.
The core protocol methods provide SIP extension for subscriptions, notifications, and publications.
45.3. XMPP:

Extensible Messaging and Presence Protocol (XMPP) is an XML-based protocol used for near-real-
time, extensible instant messaging and presence information. XMPP remains the core protocol of the Jabber
Instant Messaging and Presence technology. Jabber provides a carrier-grade, best-in-class presence and

messaging platform.

XMPP -based software is deployed on thousands of servers across the Internet. The Internet
Engineering Task Force has formalized XMPP as an approved instant messaging and presence technology
under the name XMPP. Custom functionality can be built on top of XMPP, and common extensions are

managed by the XMPP Software Foundation.
5. Standards for Security:

Security standards define the process, procedures, and practices necessary for implementing a
security program. These standards also apply to cloud related IT activities and include specific steps that
should be taken to ensure a secure environment is maintained that provides privacy and security of

confidential information in a cloud environment.
5.1. Security (SAML OAuth, OpenlD, SSL/TLYS):

A basic philosophy of security is to have layers of defense, a concept known as defense in depth.

This means having overlapping systems designed to provide security even if one system fails.

No single security system is a solution by itself, so it is far better to secure all system is. This type of
layered security is precisely what we are seeing develop in cloud computing. Traditionally, security was
implemented at the endpoints, where the user controlled access. An organization has no choice except to put
firewalls, IDSs, and antivirus software inside its own network. Today, with the advent of managed security

services offered by cloud providers, additional security can be provided inside the cloud.

5.1.1. Security Assertion Markup Language (SAML):
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SAML is an XML-based standard for communicating authentication, authorization, and attribute
information among online partners. It allows businesses to securely send assertions between partner
organizations regarding the identity and entitlements of a principal. The Organization for the Advancement
of Structured Information Standards (OASIS) Security Services Technical Committee is in charge of

defining, enhancing and maintaining the SAML specifications.

SAML assertions are usually transferred from identity providers to service providers. Assertions
contain statements that service providers use to make access control decisions. Three types of statements are

provided by SAML.: authentication statements attribute statements, and authorization decision statements.
5.1.2. Open Authentication (OAuth):

OAuth is a method for publishing and interacting with protected data. For developers, OAuth
provides users access to their data while protecting account credentials. OAuth allows users to grant access
to their information, which is shared by the service provider and consumer without sharing all of their
identity. The Core designation is used to stress that this is the baseline, and other extensions and protocols

can build on it.
5.1.3. OpenlD:

OpenlD is an open, decentralized standard for user authentication and access control that allows user
to log onto many services using the same digital identity. It is a single-sign-on (SSO) method of access
control. As such, it replaces the common log-in process (i.e., a log-in name and password) by allowing users
to log in once and gain access to resources across participating systems.

An OpenlID is in the form of a unique URL and is authenticated by the entity hosting the OpenlD

URL. The OpenID protocol does not rely on a central authority to authenticate a user's identity.
5.1.4. SSL/TLS:

Transport Layer Security (TLS) and its predecessor, Secure Sockets Layer (SSL), are
cryptographically secure protocols designed to provide security and data integrity for communications over
TCP/IP. TLS and SSL encrypt the segments of network connections at the transport layer. Several versions
of the protocols are in general use in web browsers, email, instant messaging, and voice-over-IP. TLS is an
IETF standard protocol which was last updated in RFC 5246.
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The TLS protocol allows client/server applications to communicate across a network in a way
specifically designed to prevent eavesdropping, tempering, and message forgery. TLS provides endpoint
authentication and data confidentiality by using cryptography. TLS authentication is one-way — the server is
authenticated, because the client already knows the server's identity. In this case, the client remains
unauthenticated. At the browser level, this means that the browser has validated the server's certificate —
more specifically, it has checked the digital signatures of the server certificate's issuing chain of Certification
Authorities (CAS).

End User Access to Cloud Computing

Innovation behind the success of cloud services ultimately depends on the acceptance of the offering
by the user community. Acceptance of an offering by users changes the economics considerably. The
success of cloud services ultimately depends on the acceptance of the offerings by the user community.
Some of the applications that are beneficial to end users, two such successful and familiar SaaS offerings
looking at both user perspective and developer perspective are

1. Youtube
2. Facebook

1.Youtube:

Youtube is a leader in online video, a premier destination to watch and share original videos world
wide across the Internet through websites, mobile devices, blogs and e-mails. YouTube allows people to
easily upload and share video clips on the YouTube web site. On YouTube, people can view first-hand
accounts of current events, find videos about their hobbies and interests, and discover the quirky and
unusual—all from videos shared by other subscribers. Founded in February 2005, and was officially
launched in December 2005. Chad Hurley and Steve Chen were the first members of the YouTube
management team and currently serve as chief executive officer and chief technology officer, respectively.
Within a year of its launch, in November 2006, YouTube was purchased by Google. Since then, YouTube
has struck partnership deals with content providers such as CBS, the BBC, Universal Music Group, Sony
Music Group, Warner Music Group, the NBA, and many more.

YouTube has become so popular that it now provides a set of development application programming
interfaces (APIs) to enable developers to integrate YouTube functionality into their web sites. The YouTube

APIs and tools allow programmers to bring the YouTube experience to their web pages, applications, and
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devices. This open-minded approach has paid huge dividends and helped to further propagate the enormous

popularity of the site
1.1. YouTube API Overview

The YouTube APIs and tools enable site developers to integrate YouTube’s video content and
functionality into their web site, software applications, or devices. First, developers need to decide which
APIs and tools best meet their needs. For those familiar with HTML but not so familiar with JavaScript,
consider looking at the Widgets and custom player. If the development team is comfortable with JavaScript
and/or FlashPlayer, they should examine the Player APIs. For those who are programming a device or

developing server-side logic for a web site, look at the Data API.

1.1.1. Widgets

Widgets are simple page elements that developers can embed in a web site to give it YouTube
functionality. Simply adding a strip of videos or allowing users to perform a video search on your web site
can greatly enhance usability and acceptance from those users. All of this can be done just by adding a few
lines of JavaScript to a web page. Widgets are JavaScript components that developers can place in a web
page to enhance it with YouTube-based content. However, unlike the custom player, which does not require
programming skills to use, these widgets are for people who are familiar with development using HTML
and JavaScript but who may not be familiar with server-side programming.

Two widgets are currently available, the Video Bar and Video Search Control.

1.1.1.1. The Video Bar :

The Video Bar is a simple way to integrate a strip of video thumbnails into your site. Just clicking on
a thumbnail opens a floating player for playing video locally. For integration teams, YouTube provides a
simple wizard to help jumpstart the process. A Programming Guide is also available to help developers get
the most out of the functionality provided and leverage even more from the Video Bar.

The Video Bar is implemented using the Google AJAX Search API. It is designed to let you easily
add a strip of playable videos to web pages and blogs. Control is highly customizable, allowing developers
to specify the orientation of the video bar, the number of videos displayed, the size of the thumbnails, the
location and size of the video player, the list of search expressions that drive the video bar, etc. The locally

developed web page controls the selection of videos displayed in the Video Bar. It is very easy to add the
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Video Bar to a web page. Start with the Video Bar Wizard, which steps through a few simple customization

steps and automatically generates all of the code to imbed in your web page.

1.1.1.2. Video Search Control:

The Video Search Control also uses the Google AJAX Search API. It provides the ability to search
through massive amounts of YouTube content.

Each Video Search Control search box is preconfigured with a set of HTML tags that define and
display thumbnails for the video results obtained from the search. Clicking on a thumbnail of video search
results will play it without leaving the page. Like the Video Bar, you can use a wizard to get started; read the
Programming Guide for how to customize the player or search automatically based on site links. The Video
Search Control is highly customizable, allowing you to configure the initial set of video search terms, the
size and location of the player, the number of results, color schemes, etc. You can also save user searches for

future use.

1.1.2. Player APIs

The Player APIs let you control the YouTube player using JavaScript or ActionScript. There is a
basic embedded player (which is most often used), and there is also a “chromeless” player that lets you
create your own player controls. The Player APIs allow you to establish how users can control YouTube
video playback on your web site. By simply configuring some basic settings for the player interface, you can
build a highly customized player control. The player APIs provide mechanisms that enable you to control
how YouTube videos will look on your site. It is important to distinguish between the two types of players,

The Embedded Player is the simplest way to place YouTube videos on a web page. To customize
the behavior and color of the player, developers can use well-documented embedded player parameters. The
code needed to display the embedded player and preconfigured parameters can be quickly generated using a
wizard. This makes it possible to find a video by leveraging the Data API and subsequently displaying it
using the embedded player. Once the embedded player has been added to a web page, it can be controlled
using JavasScript.

If you are embedding the player in an Adobe FlashPlayer application, you would use ActionScript
instead of Javascript. Using either scripting language, you can create actions similar to what a user could do
by clicking on the familiar control buttons—pause the video, seek forward or backward, mute sound, etc.

Dr. M. Kalpana Devi, Assoc. Professor, MCA Department, SITAMS, Chittoor



#N\, SREENIVASA INSTITUTE OF TECHNOLOGY AND MANAGEMENT STUDIES,
(AUTONOMOUS)

MCA DEPARTMENT
LECTURE NOTES

CLOUD INFRASTRUCTURE AND SERVICES

You can use either scripting platform to poll the status of the player and to check for the occurrence of
specific events.

Chromeless Player Interface elements and controls (such as toolbars and buttons) placed around
content are sometimes referred to as “chrome,” so a chromeless player is, by definition, a YouTube video
player without such controls. This makes it easy to customize a player used within a Flash or HTML
environment. The chromeless player exposes the same JavaScript and ActionScript APIs as the embedded

player.

1.1.2.1. The YouTube Custom Player

The custom player goes even further than just using scripted API calls to paste videos into your site.
Developers can easily configure the custom player to show playlists, favorites, or custom, locally available
videos. Sometimes it’s nice to have control over your web site without having to edit it. Many web sites
benefit from having video content, but updating this content can be difficult. The YouTube custom player
allows you to customize a YouTube player and populate it with videos you specify. Once the custom player
IS on your site, you can easily update the appearance or content by logging into your YouTube account and
clicking on Custom Video Players. In creating a custom player, you can choose from a number of themes for
the player. The videos that a custom player displays can be all of the videos on your YouTube channel, all of
your favorite videos, or any custom playlist you have created. By creating playlists and hooking them up to a

custom player, you can easily control what is displayed on your web site without ever leaving YouTube!

1.1.3. Data API

The YouTube Data API lets you incorporate YouTube functionality into your own application or
web site. You can perform searches, upload videos, create playlists, and more. It is possible to search for
videos, retrieve standard feeds, and see related content. A program can also authenticate as a user to upload
videos, modify user playlists, and more. The Data API is primarily for developers who are used to
programming in server-side languages. It is useful for sites or applications that want deeper integration with
YouTube. This integration might be a web application to allow users to upload video to YouTube, or a
device or desktop application that brings the YouTube experience to a new platform.

The Data API gives you programmatic access to the video and user information stored on YouTube.

With this, you can personalize your site or application with users’ existing information as well as perform
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actions on their behalf (such as commenting on and rating videos). The Google Data Protoco and the Atom

Publishing Protocol, which are the standards on which the Data API is built.

2. Facebook

Facebook, Inc., is a leading engineering company located in the heart of Silicon Valley. Facebook
was formerly called Thefacebook and is a free-access social networking web site that is operated and
privately owned by Facebook, Inc. While he was a student at Harvard University, Mark Zuckerberg founded
Facebook with his roommates, Dustin Moskovitz and Chris Hughes, fellow computer science majors at
Harvard.

Initially, site membership was limited to Harvard students. Later, membership access was expanded
to other colleges in the greater Boston area, the Ivy League, and Stanford University. It later expanded to
include any university student, then to any high school student, and, finally, to anyone 13 years old and over.
Getting onto Facebook is easy.

The Facebook web site currently has more than 175 million active users worldwide. Users can join
networks organized by city, workplace, school, and region to connect and interact with other people. People
can also add friends and send them messages, and update their personal profiles to notify friends about
themselves. The web site’s name refers to the paper facebooks depicting members of a campus community
that some U.S. colleges and preparatory schools give to incoming students, faculty, and staff as a way to get
to know other people on campus.

Facebook serves up over 50 billion page views a month while employing fewer than 200 engineers.
It is the second most-trafficked PHP hypertext preprocessor site in the world (Yahoo is number 1), and it is
one of the world’s largest MySQL installations, running thousands of databases. In terms of total photo page
views, Facebook exceeds all of the next-largest photo sites combined. It is the largest photo-sharing site in
the United States, with over a billion photos. Facebook is the fourth most-trafficked web site in the United
States, and Facebook users upload more than 14 million new photos every day. It is also the largest user in
the world of memcached, an open source caching system originally developed by LiveJournal. It is obvious
from these statistics that the engineering team at Facebook is pushing the limits of IT engineering. They
have created a custom-built search engine capable of processing millions of queries a day, completely
distributed and entirely in-memory with real-time updates.
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2.1 Facebook Development

Facebook provides anyone the ability to create Facebook applications. A user can get a basic
application up and running in minutes. To create a Facebook application, you should be well versed in PHP
or some other coding language such as Ruby on Rails, JavaScript, or Python. It is preferable to know one
that already has a client library for the Facebook API. You will need to have a basic understanding of the
Internet, SSH, MySQL, and Unix.

Mobile Internet Devices and The Cloud

1. What is a Smartphone

A Smartphone is a mobile device that offers advanced capabilities beyond those offered by a typical
mobile phone Modern versions come with PC-like functionality, such as internet access, instant messaging,
allow you to sync your data with your desktop computer. You can store and work on documents from your
smartphone and can receive and reply to emails as they arrive in your inbox. Smartphone applications may
be developed by the manufacturer of the device or by any other third party provider or developer capable of
accessing the open source operating system. Such smartphone capabilities transform the common cellphone

into a mobile multimedia platform for your entertainment.
2. Mobile Operating System For Smartphones

2.1. iPhone:
The Apple iPhone uses 3G technology and its Operating System is based on the Darwin OS. Darwin

forms the core set of components on which both the Mac OS X and iPhone OS are based. Darwin is
compatible with single UNIX specification version 3.
Iphone has Features such as

e Global Positioning System (GPS) mapping

e Support for enterprise applications such as Microsoft Exchange

® The new App store

® Wide screen mobile device very much like Ipod.

e It provides rich interface with HTML email and outstanding web browser.

® You can customize your home screen.

e |t supports more than dozen file and image formats, PDF, MS Word, Excel, Power Point and iWork

attachments.
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® A rich, extensible set of views that can be used to build an application(i.e grids ,textboxes, buttons
and embedded web browser )

e Content provider that allows applications to access data from other applications or share their own
data.

® A resource manager to manage access to localized strings, graphs and layout files.

¢ A notification manager that enables all applications to display custom alerts.

® An activity manager to manage applications and provide a common navigation stack.

2.2. Google (Android):

Android is a software platform and operating system for mobile devices that is based on the Linux
kernel. 1t was originally developed by Google and later with the Open Handset Alliance which is group of
more than 30 technology and mobile companies. The Android operating system is the first complete, open
and free mobile application. An Android software development kit is available to help developers get started
on new applications. Developers can distribute their applications to users of Android mobile phones. There
is a market place Android Market that enables developers to easily publish and distribute their applications
directly to the users of Android-compatible phones.

APPLICATIONS

Contacts Phone Browser

APPLICATION FRAMEWORK

Window Content

Activity Manager Manager Providers

Telephony Resource Location Notification

Fackage Manager Manager Manager Manager Manager

LIBRARIES ANDROID RUNTIME

Surface Manager Media SQLite Core Libraries
Framework

OpenGL | ES FreeType WebKit

libe

LINUX KERNEL

Display Flash Memory Binder (IPC)
Driver Camera Driver Driver Driver

Audio Power
Keypad Driver WiFi Driver Drvers Management

Fig. Android architecture.
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Underlying all applications is a set of services and systems, including:
e A rich extensible set of views that can be used to build an application (Lists, textboxs, grids, buttons
and embedded web browser).
e Content provider that allow applications to access data from other applications or to share their own
data.
e A resource manager to manage access to non code resources such as localized strings graphics and
layout files.
e A notification manager that enables all applications to display custom alerts in the status bar.
e An activity manager to manage applications and provide a common navigation stack.
Every Android application runs in its own process, with its own instance of the Dalvik virtual machine, it is
a major piece of Google Android Platform for mobile devices. It runs Java platform applications which has
been converted into a compact Dalvik Executables(.dex) format suitable for systems.
2.3. Blackberry
Developed by the Canadian company Research In Motion(RIM), the BlackBerry is a wireless
handheld device originally introduces in 1999 as a two-way pager. In 2002, RIM released their version of
the smartphone, named BlackBerry. It supports
e Push mail
e Mobile telephony
e Text messaging
e Internet faxing
e Web browsing etc.,
The blackberry offers an end-to-end encryption solution with two transport encryption options for all
data transmitted between BlackBerry Enterprise Server and BlackBerry smartphone, they are:
x Advanced encryption standard(AES)
x Triple Data Encryption Standard(Triple DES)
Private encryption keys are generated in a secure, two-way authentication environment and are
assigned to each BlackBerry smartphone users. Data sent to Blackberry is encrypted by the BlackBerry
Enterprise Server using the private key received from the users mail box. Data is transmitted securely across

the network, and decrypted using the key stored on the smartphone.
2.4. Windows Mobile:
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Windows Mobile was a Micrososft operating system that targeted smartphones and Pocket PCs. It
was first released in the Pocket PC 2000 operating system and was based on the Windows CE kernel
(Compact Edition). Windows Mobile included basic applications developed with the Microsoft Windows

API and options for customization and software development with no restrictions by Microsoft.
Applications for the software were available for purchase from Windows Marketplace for Mobile. In 2010,
Microsoft announced the development of Windows Phone to supercede Windows Mobile. Windows mobile
market share world wide has fallen from 23% in 2004 to 12% in 2008.

2.5.  Ubuntu Mobile Internet Device(MID):

Ubuntu Mobile Internet Device is based on the popular Linux distribution Ubuntu. Ubuntu MID is

highly flexible and customizable. It is open source software.

Ubuntu MID common features and attributes
e Small size/form factor, typically a 4 to 7 inch touch screen.
e Physical and / or virtual key board
e Wi-Fi, 3G, Bluetooth, GPS, WiIMAX
e 2-to- 8 GB Flash or Disk storage
e Open GL 3D graphics support
e USB, camera, head phones jack, speaker, microphone
e Customizable user interface
e Automatically generated contents table
e Embedded image support
¢ Foot notes / hyperlink support
e Position indicator
e List of last opened books

e Text search and full screen mode including screen rotation.

3. Mobile Platform Virtualization
Smartphones with rich and open operating systems are growing in popularity, resulting in a market
that is undergoing tremendous innovation and change. The pressure to reduce development costs get phones

to market faster has increased. As mobile phones have become more powerful, beyond their basic phone
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functionality, phones now offer music, video, cameras, and built-in GPS capabilities. Rich applications are
being built every day by a vibrant developer community utilizing the open operating systems. As these
capabilities have been developed, the mobile phone user’s ability to include applications, pictures, videos,
music, emails, bank and credit card information, and personal information management (PIM) have all been

combined to provide a much richer and more valuable experience

The risk of not securing and managing employee-owned devices if they contain confidential
information is significant, and managing a wide variety of devices is complex in terms of both cost and
security. Virtualization is a key enabling technology to address these issues. Security is a serious issue for
mobile handsets running an open source operating systems. There are already a significant number of known
viruses, and their numbers are growing fast for mobile phones but still lag far behind the number of known
PC viruses.

Real-time virtualization solutions offer robust security via hardware-enforced memory isolation of
partitions, isolating each operating system from the others and preventing cross-corruption. In addition,
specific partitions may be added and used to execute secure applications in small certifiable environments
protected from the larger open environment or real-time operating system (RTOS) executing in other

partitions. Security cannot be an afterthought.

Two examples of virtualization software being used on smartphones:

3.1. KVM ( Kernel-based Virtual Machine):

KVM is open source software that is a full virtualization solution for Linux on x86 hardware
containing virtualization extensions (Intel VT or AMD-V). KVM consists of a kernel module, kvm.ko,
which provides the core virtualization infrastructure, and a processor-specific module, kvm-intel.ko or kvm-

amd.ko.

A wide variety of guest operating systems work with KVM, including many versions of Linux, BSD,
Solaris, Windows, Haiku, ReactOS, and the AROS Research Operating System. Each virtual machine has
private virtualized hardware: a network card, disk, graphics adapter, etc.
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KVM’s performance is good, but not as good as that of some of the more mature products, such as VMware

or VirtualBox. For example, network and graphics speeds are noticeably slower with KVM.

3.2. VMWare

VMware Mobile Virtualization Platform (MVP) is a thin layer of software that is embedded on a
mobile phone to separate the applications and data from the underlying hardware. It is optimized to run

efficiently on lowpower, low-memory mobile phones.

For virtual teams and telecommuters with a steady Internet connection, VMware View (formerly
VMware Virtual Desktop Infrastructure, VDI) can be used to deliver remote access to server-based virtual
desktop PCs through a secure network connection. Using VMware View, an organization can keep desktop
images and sensitive information stored on servers behind the corporate firewall, eliminating the risk of a
security breach as a result of laptop theft, allow remote access through a Web browser for maximum
flexibility, or keep access limited to PCs with VMware View client software installed for maximum control,
and can prevent data leakage and network intrusions with strong encryption, multifactor authentication, and

access control policies for client-side USB devices

Mobile users with intermittent access to the Internet can use VMware ACE to deploy “assured
computing environments” (ACEs) that workers can use on corporate-owned laptops, employee-owned PCs,
or even iPods and USB memory sticks without putting sensitive corporate information at risk. VMware ACE
clients are encapsulated inside a single file or “package,” and ACE packages can be secured with strong

encryption to protect the entire virtual desktop environment, not just specific files and folders.
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UNIT -1V
Cloud Computing with the Titans

1.Google

The cloud is certainly one of Google’s biggest business ventures, and they offer a couple of tools to help

draw customers to their cloud.
1.1. Google App Engine
Google App Engine enables developers to build their web apps on the same infrastructure that powers

Google’s own applications.

SNeN )

GoogleAppEngineLauncher ——

| Path
fUsers/macdev/guestbook
SUsers/macdev/newapp

| Mame

@ guestbook

|+
a

Features

Leveraging Google App Engine, developers can accomplish the following tasks:
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» Write code once and deploy: Provisioning and configuring multiple machines for web
serving and data storage can be expensive and time-consuming. Google App Engine makes it
easier to deploy web applications by dynamically providing computing resources as they are
needed. Developers write the code, and Google App Engine takes care of the rest.

» Absorb spikes in traffic When a web app surges in popularity, the sudden increase in traffic
can be overwhelming for applications of all sizes, from startups to large companies that find
themselves re-architecting their databases and entire systems several times a year. With
automatic replication and load balancing, Google App Engine makes it easier to scale from
one user to one million by taking advantage of Bigtable and other components of Google’s

scalable infrastructure.

» Easily integrate with other Google services It’s unnecessary and inefficient for developers
to write components like authentication and email from scratch for each new application.
Developers using Google App Engine can make use of built-in components and Google’s
broader library of APIs that provide plug-and-play functionality for simple but important
features.

Cost

Google is offering the App Engine for free, when it launched, but after a few months slapped on some fees.

As of this writing, developers using Google App Engine can expect to pay:

* Free quota to get started: 500MB storage and enough CPU and bandwidth for about
5 million pageviews per month

* $0.10-$0.12 per CPU core-hour

* $0.15-%0.18 per GB-month of storage

* $0.11-$0.13 per GB of outgoing bandwidth

* $0.09-$0.11 per GB of incoming bandwidth

In response to developer feedback, Google App Engine will provide new APIs. The image-manipulation

API enables developers to scale, rotate, and crop images on the server.
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1.2. Google Web Toolkit

With Google Web Toolkit, developers can develop and debug web applications in the familiar Java
programming language, and then deploy them as highly optimized JavaScript. In doing so, developers
sidestep common AJAX headaches like browser compatibility and enjoy significant performance and

productivity gains. Google Health is one recently launched application to use Google Web Toolkit.

Google Web Toolkit includes Java 5 language support so that developers can enjoy using the full
capabilities of the Java 5 syntax. These capabilities include Java generics, enumerated types, annotations,
auto-boxing, variable parameter lists, and more. The compiler in Google Web Toolkit 1.5 produces faster
code than ever, delivering performance gains big enough for end users to notice. Google Web Toolkit 1.5
accomplishes this by performing deep inlining, better dead-code elimination, and other forms of enhanced
static analysis. Google Web Toolkit also continues to provide a rich and growing set of libraries that help
developers build world-class AJAX, data structures, client/server communication, internationalization,

testing, and accessibility.

2. Microsoft

Microsoft offers a number of cloud services for organizations of any size—from enterprises all the
way down to mom-and-pop shops or individuals. A good portion of Microsoft’s cloud offerings are cloud

variants of products that people already use, so cloud versions aren’t that difficult to use.

2.1. Azure Services Platform

The Microsoft’s offerings is the Azure Services Platform. The Azure Services Platform is a cloud
computing and services platform hosted in Microsoft datacenters. The Azure Services Platform supplies a
broad range of functionality to build applications to serve individuals or large enterprises, and everyone in
between. The platform offers a cloud operating system and developer tools. Applications can be developed
with industry standard protocols like REST and SOAP.
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Azure services can be used individually or in conjunction with one another to build new applications

or to enhance existing ones. Let’s take a closer look at the Azure Services Platform components.

2.1.1. Windows Azure

Windows Azure is a cloud-based operating system that enables the development, hosting, and
service management environment for the Azure Services Platform. Windows Azure gives developers an on-
demand compute and storage environment that they can use to host, scale, and manage web applications
through Microsoft datacenters. To build applications and services, developers can use the Visual Studio
skills they already have. Further, Azure supports existing standards like SOAP, REST, and XML. Windows

Azure can be used to

e Add web service capabilities to existing applications
e Build and modify applications and then move them onto the Web
e Make, test, debug, and distribute web services efficiently and inexpensively

e Reduce the costs of IT management

2.1.2. SQL Services

Microsoft SQL Services extends SQL Server capabilities to the cloud as web-based services. This
allows the storage of structured, semistructured, and unstructured data. SQL Services delivers a set of
integrated services that allow relational queries, search, reporting, analytics, integration, and synchronization

of data. This can be done by mobile users, remote offices, or business partners.

2.1.3. .NET Services

Microsoft .NET Services are a set of Microsoft-hosted, developer-oriented services that provide the
components required by many cloud-based and cloud-aware applications. .NET Services are similar to the
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NET Framework, providing high-level class libraries that make development much more robust. .NET
Services can help developers focus more on their end product than on building and deploying their own
cloud-based infrastructure. .NET Services are also available to other development technologies through the
use of industry-standard protocols, like REST, SOAP, and HTTP.

2.1.4. Live Services

Live Services is a development center and supplier of software development kits for Windows Live
and Azure Services platforms. It gives information about getting started with Windows Live services,
current documentation and APIs, and samples.

2.2. Windows Live

Windows Live is an integrated set of online services that makes it easier and more fun for
consumers to communicate and share with others. The new generation of Windows Live includes updated
experiences for photo sharing, email, and instant messaging, as well as integration with multiple third-party
sites. The release also includes Windows Live Essentials, free downloadable software that enhances
consumers’ Windows experience by helping them simplify and enjoy digital content scattered across their

PC, phone, and on web sites.

Consumers can create online content and share it in many places across the Web. To help make it
simple for Windows Live customers to keep their friends up to date, Microsoft collaborated with companies
including Flickr, LinkedIn Corp., Pandora Media Inc., Photobucket Inc., Twitter, WordPress, and Yelp Inc.
to integrate activities on third-party sites into Windows Live through a new profile and What’s New feed.
The new Windows Live also gives consumers the added convenience of having a central place to organize

and manage information

2.2.1. Extending Live’s Reach
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The ability for Windows Live customers to add third-party sites to their profiles and have those
activities appear in a Windows Live feed across their network was made possible through collaboration with
more than 50 leading web companies, including Flickr, LinkedIn, Pandora, Photobucket, Twitter,
WordPress, and Yelp, among others. As Windows Live customers share photos, update their profiles, and

write reviews, these activities will automatically publish to their Windows Live network.

In addition to partnering with leading web companies, Microsoft announced alliances with HP and
China Telecom Corporation Ltd. to deliver Windows Live services to more people across the globe. HP, the
worldwide leader in printing solutions, will distribute Windows Live Photo Gallery with its consumer
printers, including Photosmart and Deskjet lines, starting next year. The combined offer provides HP

customers with Windows Live Photo Gallery, an end-to-end photo management and printing solution.

2.2.2. Communicating and Collaborating

Windows Live makes it easier for consumers to manage their digital life and keep their life in sync. These

are some of the highlights:

e Windows Live provides social features available to all customers, including an updated profile, a
“what’s new” feed of activities across the network, and web, photo sharing, and on-the-go access
from virtually any device with Windows Live Sky Drive. Online storage is increasing from 5GB
to 25GB.

e Windows Live Messenger includes more personalization, a “what’s new” feed with updates
from contacts across the Web, drag-and-drop photo sharing in the conversation window, a
Favorites list to designate the most important contacts, and group IM to chat simultaneously with
up to 20 people at the same time.

e Windows Live Hotmail was recently upgraded and is now faster and has 80 percent more
effective spam filtering compared with previous versions of Hotmail. Upcoming changes include

the ability to bring multiple email accounts together, the ability to put multiple email addresses
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onto almost any device, increased storage, and a revamped calendar that makes it easier to share
calendars with others, subscribe to multiple calendars, and use your calendar with Microsoft
Outlook.

e Windows Live Groups, a place for groups to collaborate online, includes a shared calendar,
shared storage, a shared email address, and shared instant messaging. All these services work
with Windows Live Essentials, a free suite of applications for communication and sharing that

also works with leading email, photo, and blogging services worldwide.

2.3. Exchange Online

Messaging is a crucial business application, and to help facilitate that in a cloud environment,
Microsoft offers Exchange Online. Microsoft Exchange Online is a Microsoft-hosted enterprise messaging
service based on Microsoft Exchange Server 2007. Because it is a cloud service, you and your employees

can access messages from anywhere.

Exchange Online servers are geographically dispersed. The service is aimed at easing IT’s
management duties by removing your need to deploy, configure, monitor, and upgrade on-site email
solutions. Customers using Active Directory can use a synchronization tool to keep the online and local
Active Directories in sync. This allows for a mix of users, from on-site users to users traveling and checking

in with a mobile device.

These are the key features of the online standard version of the solution:
e A 5GB mailbox (additional storage available for purchase—up to 25GB), shared calendar,
contacts, tasks
e Outlook Client Connectivity including Outlook Anywhere
e Outlook Web Access Virus/spam filtering via Exchange Hosted Filtering
e Push email for Microsoft Windows Mobile 6.0/6.1 and Exchange ActiveSync 12 devices
e Email synchronization for Nokia E series and N series and iPhone 2.0 (no ActiveSync push)

e Built-in business continuity and disaster recovery capabilities
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e Scheduled uptime of 99.9 percent with financially backed service level agreements

e Use of HTTPS to help keep Internet access secure

e Tier 2 support 24/7 (web form and phone based) for IT administrators

e Sign-In Tool for single sign-on capability

e Directory Synchronization Tool to help keep on-premise and online Active Directories in sync

e Coexistence, or the ability for some users to be on mail servers on premises and for some to be
online

e Migration Tools to help you move your current mailbox data into the online environment

2.4. SharePoint Services

Microsoft offers its SharePoint Services to aid collaboration efforts. SharePoint Services provides
communities for team collaboration and makes it easy for users to work together on documents, tasks,
contacts, events, and other information. Additionally, team and site managers can coordinate site contents
and user activity. SharePoint sites are made up of Web Parts and Windows ASP.NET-based components.
Web Parts are designed to be add-ons to web pages and configured by site administrators and users to create

complete page-based applications.

Site content can be accessed from a web browser and through clients that support web services.
Document collaboration controls allow you to check in, check out, and control document versioning.
Microsoft Office System programs use SharePoint site content. A site’s collaborative content—Ilike
documents, lists, events, and so forth—can be read and edited with Microsoft Office Word. Picture editing is
also possible. Microsoft Office Outlook allows SharePoint site event calendars to be viewed side by side
with personal calendars. SharePoint also allows managers to customize the content and layout of sites so that
site members can access and work with relevant information. Members’ activity can also be monitored and

moderated by managers.

SharePoint Services can scale to thousands of sites within an organization. It supports load-balanced
web farms and clustered database deployments. For site and serve managers, quotas can be set on storage,

sites per server, and users per site. Site usage can be monitored to detect and retire inactive sites. SharePoint
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Services servers, sites, and site contents are managed by using a .NET-based object model. Sites can be

customized even by nondevelopers by using Microsoft Office FrontPage.

2.5. Microsoft Dynamics CRM

Microsoft Dynamics CRM Online is an on-demand customer relationship management service
hosted and managed by Microsoft. The Internet service delivers a full suite of marketing, sales, and service
capabilities through a web browser or directly into Microsoft Office and Outlook. It provides “instant-on”
access to businesses that want a full-featured CRM solution with no IT infrastructure investment or setup

required.

In addition to full access through a zero-footprint browser client, the new service delivers marketing,
sales, and service information within a native Microsoft Office experience, integrated with the desktop tools
that employees already use every day, enabling businesses to ramp up end-user adoption and productivity

rapidly.
Microsoft Dynamics CRM Online is initially packaged in two service offerings:

1. Microsoft Dynamics CRM Online Professional delivers a full suite of CRM capabilities with
extensive configurability and extensibility options. Businesses get 5GB of data storage, 100
configurable workflows, and 100 custom entities. The Professional edition is priced at US$44 per
user per month, with an introductory offer of US$39 per user per month.

2. Microsoft Dynamics CRM Online Professional Plus delivers all the capabilities of the
Professional version plus offline data synchronization with expanded data storage, workflow, and
customization options that give businesses 20GB of data storage, 200 configurable workflows,

and 200 custom entities. The Professional Plus edition is priced at US$59 per user per month.

3. Amazon
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Amazon may be the most widely known cloud vendor. They offer services on many different fronts,

from storage to platform to databases. Amazon seems to have their finger in a number of cloud technologies.

3.1. Amazon Elastic Compute Cloud (Amazon EC2)

Amazon Elastic Compute Cloud (Amazon EC2) is a web service that offers resizable compute
capacity in the cloud and is designed to make web scaling easier for developers. Amazon EC2 provides a
simple web interface that allows you to obtain and configure capacity with little difficulty. It allows you
control of your computing resources. Amazon EC2 cuts the time it takes to obtain and boot new server
instances to a few minutes, allowing you to change scale as your needs change. For instance, Amazon EC2
can run Microsoft Windows Server 2003 and is a way to deploy applications using the Microsoft Web
Platform, including ASP.NET, ASP.NET AJAX, Silverlight, and Internet Information Server (l1S).

Amazon EC2 allows you to run Windows-based applications on Amazon’s cloud computing
platform. This might be web sites, web-service hosting, high-performance computing, data processing,
media transcoding, ASP.NET application hosting, or any other application requiring Windows software.
EC2 also supports SQL Server Express and SQL Server Standard and makes those offerings available to

customers on an hourly basis.

3.2. Amazon SimpleDB

For database services, Amazon offers its Amazon SimpleDB. It provides core database functions of
data indexing and querying. This service works closely with Amazon Simple Storage Service (Amazon S3)
and Amazon EC2. This provides the ability to store, process, and query data sets in the cloud. Amazon
offers the feature because traditional relational databases require a sizable upfront expense. They are also
complex to design and often require the employment of a database administrator. Amazon SimpleDB is-as
the name says-simpler. It requires no schema, automatically indexes data, and provides a simple API for
storage and access. This makes the process easier to manage and eliminates the administrative burden of

data modeling, index maintenance, and performance tuning.
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3.3. Amazon Simple Storage Service (Amazon S3)

Amazon Simple Storage Service (Amazon S3) is Amazon’s storage solution for the Internet. It is
designed to make web-scale computing easier for developers. Amazon S3 utilizes a simple web services
interface that can be used to store and retrieve any amount of data from anywhere on the Web. It gives

developers access to the same data storage infrastructure that Amazon uses to run its own retail empire.

3.4. Amazon CloudFront

Amazon CloudFront is a web service for content delivery. It works in conjunction with other
Amazon Web Services to give developers and businesses an easy way to distribute content to clients.
Amazon promises low latency, high data transfer speeds, and no commitments. The service delivers content
using a global network of edge locations. Object requests are automatically routed to the nearest edge

location, so content is delivered with the best performance possible.

3.5. Amazon Simple Queue Service (Amazon SQS)

Amazon Simple Queue Service (Amazon SQS) offers a scalable, hosted queue for storing messages
as they travel between computers. Developers can move data between distributed components of their
applications that perform different tasks, without losing messages or requiring each component to be always
available. Amazon SQS allows an automated workflow to be created and works closely with Amazon EC2
and other Amazon Web Services.

Amazon SQS exposes Amazon’s web-scale messaging infrastructure as a web service. As such, any
computer on the Internet can add or read messages without any specially installed software or special
firewall configurations. Amazon SQS components can run independently, and need not be on the same

network, developed with the same technologies, or running at the same time.

3.6. Elastic Block Store
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Amazon also launched its Amazon Elastic Block Store (Amazon EBS), a persistent storage feature
for the Amazon EC2. Amazon EC2 is an infrastructure service that provides resizable compute capacity in
the cloud. With Amazon EBS, storage volumes can be programmatically created, attached to Amazon EC2
instances, and if even more durability is desired, can be backed with a snapshot to the Amazon Simple

Storage Service (Amazon S3).

Prior to Amazon EBS, storage within an Amazon EC2 instance was tied to the instance itself so that
when the instance was terminated, the data within the instance was lost. With Amazon EBS, users can
choose to allocate storage volumes that persist reliably and independently from Amazon EC2 instances.
Additionally, for even more durable backups and an easy way to create new volumes, Amazon EBS
provides the ability to create point-intime, consistent snapshots of volumes that are then stored to Amazon
S3.

“ShareThis” has received tremendous benefits from working with Amazon Web Services, a service
providing a one-click way to instantly post, tag, and send content via email, instant messaging, and text
messaging. “Sun’s MySQL is the one of the most popular databases on Amazon EC2. With the introduction
of EBS, MySQL users will be able to increase the durability and portability of their database applications
deployed in the cloud,” said Juan Carlos Soto, vice president of Global Market Development at Sun

Microsystems.

App Engine AWS
D _ PaaS solution from Google Major cloud provider from
escription
Cloud Amazon
Start Date 2008 2006
Free Tier Yes Yes
Pricing Model Pay as you go Pay as you go
Barilla Netflix
Featured Clients IDEXX Moderna
EDP Capital One
Flexibility Less Flexible More Flexible
Instance Level Access No Yes for laaS products
Managed Services Yes It provides managed' and non-
managed services
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4. Salesforce.com

Salesforce.com made its name with the success of its flagship Salesforce.com automation application.

Today, the company has three primary areas of focus:

e The Sales Cloud The popular cloud computing sales application

e The Service Cloud The platform for customer service that lets companies tap into the power of
customer conversations no matter where they take place

e Your Cloud Powerful capabilities to develop custom applications on its cloud computing platform,
Force.com The company has made its platform available to other companies as a place to build and

deploy their software services.

This makes it possible to store, classify, and share information in a manner similar to Microsoft
SharePoint. The company employs a multitenant architecture, similar to Google, Amazon, and eBay. As
such, servers and other resources are shared by customers, rather than given to a single account. It allows for
better performance, better scalability, better security, and faster innovation through automatic upgrades.
Multitenancy also allows apps to be elastic—they can scale up to tens of thousands of users, or down to just
a few—always something to consider when moving to cloud-based solutions. As with other providers,
upgrades are taken care of by Salesforce.com for their customers, so apps get security and performance

enhancements automatically.

Because the company generates all its income based on cloud computing.

4.1. Force.com

Force.com is Salesforce.com’s on-demand cloud computing platform—billed by Salesforce .com as
the world’s first PaaS. Force.com features Visualforce, a technology that makes it much simpler for end
customers, developers, and independent software vendors (ISVs) to design almost any type of cloud

application for a wide range of uses. The Force.com platform offers global infrastructure and services for
Dr. M. Kalpana Devi, Assoc. Professor, MCA Department, SITAMS, Chittoor



N SREENIVASA INSTITUTE OF TECHNOLOGY AND MANAGEMENT STUDIES.

;vﬂm (AUTONOMOUS)
LY MCA DEPARTMENT
LECTURE NOTES

CLOUD INFRASTRUCTURE AND SERVICES

database, logic, workflow, integration, user interface, and application exchange. Visualforce is essentially a
framework for creating new interface designs and enables user interactions that can be built and delivered
with no software or hardware infrastructure requirements. More on that later in the chapter
Force.com offers

* A relational database

» User interface options

* Business logic

* Apex, an integrated development environment

* Workflow and approvals engine

* Programmable interface

» Automatic mobile device deployment

» Web services integration

* Reporting and analytics

Using Apex, programmers can test their applications in Force.com’s Sandboxes and then offer the
finalized code on Salesforce.com’s site. Developers initially used Force.com to create add-ons to the
Salesforce CRM, but now it is possible to develop applications that are unrelated to Salesforce.com’s
offerings. For instance, gaming giant Electronic Arts created an employee-recruiting application on
Force.com and software vendor Coda made a general ledger application. Meanwhile, Salesforce.com
promotes its own applications, which are used by more than 1.1 million people.

4.1.1. PaaS

Force.com delivers PaaS, a way to create and deploy business apps that allows companies and
developers to focus on what their applications do, rather than the software and infrastructure to run them.
The Force.com platform can run multiple applications within the same Salesforce.com instance, allowing all
of a company’s Salesforce.com applications to share a common security model, data model, and user
interface. This is a major benefit found in cloud computing solutions. Add to that an on-demand operating

system, the ability to create any database on demand, a workflow engine for managing collaboration
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between users, and a programming language for building complex logic. A web services API for

programmatic access, mash-ups, and integration with other applications and data is another key feature.

4.1.2. Visualforce

As part of the Force.com platform, Visualforce provides the ability to design application user
interfaces for practically any experience on any screen. Visualforce uses HTML, AJAX, and Flex, for
business applications. Visualforce provides a page-based model, built on standard HTML and web
presentation technologies, and is complemented with both a component library for implementing common
user interface elements, and a controller model for creating new interactions between those elements.

Visualforce features and capabilities include:

e Pages Enables the design definition of an application’s user interface.

e Components Provides the ability to create new applications that automatically match the look and
feel of Salesforce.com applications or easily customize and extend the Salesforce.com user interface
to specific requirements.

e Logic Controllers The controller enables customers to build any user interface behavior.

4.2. Salesforce.com CRM

Salesforce.com is a leader in cloud computing customer relationship management (CRM)
applications. Its CRM offering consists of the Sales Cloud and the Service Cloud and can be broken down

into five core applications:

e Sales Easily the most popular cloud computing sales application, Salesforce.com says that CRM
Sales is used by more than 1.1 million customers around the world. Its value proposition is that it

empowers companies to manage people and processes more effectively.
e Marketing With Salesforce.com CRM Marketing, marketers can put the latest web technologies to

work building pipeline while collaborating seamlessly with their sales organization. The application

empowers customers to manage multichannel campaigns and provide up-to-date messaging to sales.
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Service The Service Cloud is the new platform for customer service. Companies can tap into the
power of customer conversations no matter where they take place. Because it’s on the Web, the
Service Cloud allows companies to instantly connect to collaborate in real time, share sales
information, and follow joint processes. Connecting with partners is made to be as easy as
connecting with people on LinkedIn: companies instantly share leads, opportunities, accounts,
contacts, and tasks with their partners.

Collaboration Salesforce.com CRM can help an organization work more efficiently with customers,
partners, and employees by allowing them to collaborate among themselves in the cloud. Some of

the capabilities include

> Create and share content in real time using Google Apps and Salesforce.com

» Track and deliver presentations using Content Library

» Give your community a voice using Ideas and Facebook

» Tap into the collective wisdom of the sales team with Genius
Analytics Force.com offers real-time reporting, calculations, and dashboards so a business is better
able to optimize performance, decision making, and resource allocation.
Custom Applications Custom applications can be quickly created by leveraging one data model,

one sharing model, and one user interface.

AppExchange

Launched in 2005, AppExchange is a directory of applications built for Salesforce.com by third-

party developers. Users can purchase and add to their Salesforce.com environment. When it launched,

AppExchange offered 70 applications. As of September 2008, there were over 750 applications available
from over 450 ISVs.

With AppExchange, companies have access to new applications that potentially bring the benefits of

Salesforce.com to an entire business, letting them manage and share all of a company’s information on
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demand. Using AppExchange, companies are able to easily add new applications to their existing

Salesforce.com deployments.

This allows for the development of applications serving a broad range of business requirements:

* Finance

* Electronic signatures

* Document management

* Project management

Credit and collections

» Mobile workforce management

* Data cleansing

* Professional services management

* Human resources

A feature called “Get It Now” makes that application instantly available to all subscribers within that

customer’s Salesforce.com account. Once installed, AppExchange applications will sit alongside their
existing on-demand applications, and may be further customized to meet customers’ unique business needs.
Applications built for the Force.com platform can run entirely on demand, eliminating the need for

developers or partners to create and manage their own datacenter or infrastructure.

Force.com represents a comprehensive suite of development and deployment technologies all
available to partners on demand, through their browser. Independent software vendors can jump-start their
entry into on-demand computing without risking the initial investment. Salesforce.com expects that
developers and business experts around the world will be able to contribute applications to the
AppExchange and take advantage of the most compelling community of success in on-demand computing.
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UNIT-V
The Business Case for Going to the Cloud

Whether or not organizations move to the cloud depends on what the organization need to accomplish, and
whether or not the cloud can help them to do it. In fact, there are instances where the organizations should not
move to the cloud. But there are also instances that an organization certainly should add cloud computing to their
IT. In this chapter we’ll talk about how the organizations would benefit from a cloud move and how different
cloud services (PaaS, SaaS, and so on) can serve the organizations.

5.1 Cloud Computing Services

Your organization can benefit from the cloud in different ways.

5.1.1. Infrastructure as a Service:

In this scenario, you’re using the cloud provider’s machines. Another term for this type of computing is
Everything as a Service. That is, you are using a virtualized server and running software on it. One of the most
prevalent is Amazon Elastic Compute Cloud (EC2). Another player in the field is GoGrid.

Amazon EC2

Amazon Elastic Compute Cloud is a web service that provides resizable computing capacity in the cloud.
Amazon EC2 reduces the time required to obtain and boot new server instances to minutes, allowing quick scaling
capacity, both up and down, as computing requirements change. Amazon EC2 changes the economics of
computing by allowing you to pay only for capacity that you actually use.“Amazon EC2 has given us the ability to
easily spin up tailored computing environments that can quickly and cost-effectively process tremendous amounts

of research data and now that Amazon EC2 runs Windows and SQL Server.

Windows and SQL Server Support for Amazon EC2: Customers can employ Amazon EC2 running
Windows Server or SQL Server with all of the benefits of Amazon EC2. Windows with Amazon EC2 has been a

common request of AWS customers since the service launched.

Amazon EC2 Service Level Agreement : With over two years of operation Amazon EC2 exited its beta into
general availability and offers customers a Service Level Agreement (SLA). The Amazon EC2 SLA guarantees
99.95 percent availability of the service within a region over a trailing 365-day period, or customers are eligible to

receive service credits back.

Recent Features

In 2009, AWS announced plans for several new features that make managing cloud-based applications easier.
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AWS will deliver additional features that automate customer usage of Amazon EC2 for more cost-efficient
consumption of computing power and provide greater visibility into the operational health of an application
running in the AWS cloud.
These features include
» Load balancing Enables customers to balance incoming requests and distribute traffic across multiple
Amazon EC2 compute instances.
» Auto-scaling Automatically grows and shrinks usage of Amazon EC2 compute capacity based on
application requirements.
» Monitoring Enables customers to monitor operational metrics of Amazon EC2, providing even better
visibility into usage of the AWS cloud.
» Management Console Provides a simple, point-and-click web interface that lets customers manage
and access their AWS cloud resources
GoGrid

GoGrid is a service provider of Windows and Linux cloud-based server hosting, and offers 32-bit and 64-bit
editions of Windows Server 2008 within its cloud computing infrastructure. Parent company ServePath is a
Microsoft Gold Certified Partner, and launched Windows Server 2008 dedicated hosting in February 2008.
GoGrid becomes one of the first Infrastructure as a Service (IaaS) providers to offer Windows Server 2008 “in the
cloud.” GoGrid enables system administrators to quickly and easily create, deploy, load-balance, and manage
Windows and Linux cloud servers within minutes. GoGrid users select the desired operating system and then
choose preconfigured templates in order to minimize time to deploy. Preconfigurations include

»  Windows Server 2008 Standard with Internet Information Services 7.0 (11S 7)
»  Windows Server 2008 Standard with 11S 7 and SQL Server 2005 Express Edition
»  Windows Server 2008 Standard with 11S 7, SQL Server 2005 Express Edition, and ASP.NET

5.1.2. Platform as a Service

Platform as a Service (PaaS) is a way to build applications and have them hosted by the cloud provider.
RightScale

RightScale entered into a strategic product and partnership, broadening its cloud management platform to
support emerging clouds from new vendors, including FlexiScale and GoGrid, while continuing its support for
Amazon’s EC2. RightScale is also working with Rackspace to ensure compatibility with their cloud offerings,
including Mosso and CloudFS. RightScale offers an integrated management dashboard, where applications can be
deployed once and managed across these and other clouds. They gain the capabilities of built-in redundancy, fault
tolerance, and geographical distribution of resources—Kkey enterprise demands for cloud providers.
Salesforce.com
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Salesforce.com offers Force.com as its on-demand platform. Force.com features breakthrough Visualforce
technology, which allows customers, developers, and ISVs to design any app, for any user, anywhere with the
world’s first User Interface-as-a-Service. The Force.com platform offers global infrastructure and services for
database, logic, workflow, integration, user interface, and application exchange. “With Force.com, customers,
developers and ISVs can choose innovation, not infrastructure, With Visualforce we’re giving developers the
power to revolutionize any interface, and any industry, on demand.” said Marc Benioff, chairman and CEO,

Salesforce.com.
On Demand

The Force.com platform gives customers the power to run multiple applications within the same Salesforce
instance, allowing all of a company’s Salesforce applications to share a common security model, data model, and

user interface.
The multitenant Force.com platform encompasses a feature set for the creation of business applications such as

e An on-demand operating system,

o The ability to create any database on demand,

o A workflow engine for managing collaboration between users,

e The Apex Code programming language for building complex logic,
e The Force.com Web Services API for programmatic access,

e Integration with other applications and data,

¢ And now Visualforce for a framework to build any user interface.
Delivery

Using the logic and workflow intelligence provided by Apex Code, Visualforce offers the ability to meet the
requirements of applications that feature different types of users on a variety of devices. Visualforce uses Internet
technology, including HTML, AJAX and Flex, for business applications. As part of the larger Force.com
platform, the user experiences created in Visualforce directly leverage the data, logic, and workflow created in the

other Force.com features. Visualforce includes the following features and capabilities:
Pages

This enables developers to create new pages using standard web technologies including HTML, AJAX,
and Flex. Visualforce automatically detects a user’s device, and gives them the ability to automatically

deliver the right experience to the right device.
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Components

This provides the ability to create new applications that automatically match the look and feel of
Salesforce applications or customize and extend the Salesforce user interface to specific customer and
user requirements. Visualforce provides the means to reuse predefined standard Salesforce and custom-

designed Ul components.
Logic controllers

The standard controller gives customers the ability to inherit and reuse any standard Salesforce Ul
behavior like new, edit, and save.

5.1.3. Software as a Service

The line between SaaS and PaaS gets a little blurry, but the delineation is whether the provider supplies the
application (SaaS) or simply provides a mechanism to develop your own applications (PaaS). For instance, not
only can you build an application with Salesforce, but you can also allow others to use the application you
developed. Google has partnered with Salesforce to make it easy for companies of all sizes to run their business in
the cloud with Salesforce for Google Apps. The combination of the Googl'e Apps suite of productivity
applications and the Salesforce suite of Customer Relationship Management (CRM) applications enables
businesses to effectively communicate and collaborate without any hardware or software to download, install, or

maintain.

Salesforce for Google Apps
Salesforce for Google Apps is a combination of essential applications for business productivity (email,
calendaring, documents, spreadsheets, and presentations, instant messaging) and CRM (sales, marketing, service
and support, partners) that enables an entirely new way for business professionals to communicate, collaborate,
and work together in real time over the Web.
The following features are included in Salesforce for Google Apps:
» Salesforce and Gmail Businesses can now easily send, receive, and store email communication, keeping a
complete record of customer interactions for better sales execution and improved customer satisfaction.
» Salesforce and Google Docs Create, manage, and share online Google Documents, Google Spreadsheets,
and Google Presentations within your sales organization, marketing group, or support team for instant
collaboration.
+ Salesforce and Google Talk Instantly communicate with colleagues or customers from Salesforce and

optionally attach Google Talk conversations to customer or prospect records stored in Salesforce.
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» Salesforce and Google Calendar Expose sales tasks and marketing campaigns from Salesforce on Google
Calendar. Built by Appirio, this application is one example of a new category of partner extensions to
Salesforce for Google Apps.

Force.com and Google Platform

The Force.com Platform-as-a-Service encompasses a feature set for the creation of business applications and
Google’s open APIs enable integration and extension of the applications in Google Apps. The integration of the
two creates opportunities for developers and partners to build and run business applications that help customers
run their entire business smarter in the cloud. Applications like sales quote generation and business forecasting are

now easy to build and test, and can be deployed by customers with just a few clicks via the AppExchange.
Software plus Services

Microsoft’s take on SaaS is slightly different with their Software plus Services (sometimes they shorten it to
S+S). In this model, typical SaaS is padded support with software running locally. That is, you run some software
on-site and reach out to the cloud for additional services. This provides the flexibility of using a cloud provider,
and also the reliability of having data stored on-site, as well. Microsoft’s Business Productivity Online Suite, part
of Microsoft Online Services, is available for trial to businesses of all sizes in 19 countries. In addition, Microsoft
offers its Microsoft Office Communications Online, for instant messaging and presence, and the Business
Productivity Online Deskless Worker Suite, an email, calendaring, and collaboration service for the occasional

user.

5.2. How Those Applications Help Your Business

Cloud computing offers a number of benefits that your organization can realize. It helps your organization on a

number of levels, not the least of which is the bottom line.
Operational Benefits

There are benefits to the way you operate. You can change business processes (for the better) by moving some

applications and storage to the cloud. The following are some of the operational benefits:

» Reduced cost Since technology is paid incrementally; your organization saves money in the long run.

» Increased storage You can store more data on the cloud than on a private network. Plus, if you need
more it’s easy enough to get that extra storage.

» Automation Your IT staff no longer needs to worry that an application is up to date—that’s the

provider’s job. And they know they have to keep it up to date or they’ll start losing customers.
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> Flexibility You have more flexibility with a cloud solution. Applications can be tested and deployed
with ease, and if it turns out that a given application isn’t getting the job done, you can switch to
another.

> Better mobility Users can access the cloud from anywhere with an Internet connection. This is ideal
for road warriors or telecommuters—or someone who needs to access the system after hours.

> Better use of IT staff IT staff no longer has to worry about server updates and other computing

issues. They can focus on duties that matter, rather than being maintenance staff.

Economic Benefits

And with cloud computing, cost is a huge factor. But it isn’t just in equipment savings; it is realized throughout
the organization. These are some benefits to consider:

» People By having fewer staff members, you can look at your team and decide if such-and-such a person is
necessary. This gives you an opportunity to find the best people to remain on staff.

» Hardware If you need more storage, it’s just a matter of upping your subscription costs with your provider,
instead of buying new equipment. If you need more computational cycles, you needn’t buy more servers;
rather you just buy more from your cloud provider.

» Pay as you go you just pay for what you use. But, also like leasing a car, at the end of the lease you don’t own
the car. That might be a good thing—the car may be a piece of junk, and in the case of a purchased server, it’s
sure to be obsolete.

» Time to market Before the cloud, launching a startup meant using either an underpowered or inflexible host
or an overpriced self-host. The former was a bad option, because it was inflexible. The latter cost a lot of
money: You had to find a host, configure the machine, ship the machine, and manage the machine. With a

cloud, you can spin up a new instance in seconds.
Staffing Benefits

There are a number of benefits the people in your organization will realize when you shift some
applications to the cloud. For the most part their lives should be easier with the ease and convenience
cloud computing offers. Not only do your workers benefit, but there are also benefits in being a cloud
provider.
For the Consumer The consumer benefits from cloud computing in a number of ways, for example:

» No software installation or maintenance That means no more 1,000-page planning and
implementation guides.

» Shorter deployment time It takes only a few minutes to spin up a new server, rather than the months

it would normally take to plan, prepare, test, and deploy.
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Worldwide availability By using a cloud, your users can access data and applications from anywhere
they have Internet access.

Service Level Agreement (SLA) commitment If you have an SLA, then you’re guaranteed that level
of service. And if you report any bugs, the vendor will fix them, but you don’t have to hassle with the
patch yourself—it’1l likely be done in a way that is transparent to you.

Upgrades The provider wants to keep you happy, so it’s in their best interests to ensure the
application is constantly improved. With SaaS this can be in the guise of small changes that you don’t
see that add up over time.

Make life easier on your IT staff SaaS offloads a lot of the maintenance duties onto your cloud
provider so that your IT staff can focus on improving the day-to-day technical operations of your
company

More money Your organization saves money by using a cloud vendor, both in operational costs and
the IT budget.

For the Provider However, there is benefit to the cloud providers as well, and it isn’t just money. Here

are some of the ways that cloud computing is a plus for the provider:

>

Operating environment: The provider owns their domain. They aren’t just sending technicians to fix
or customize software because it doesn’t fit on a client’s unique (or antique) infrastructure. The
provider has the control to optimize an infrastructure to their specific SaaS needs.

Predictable revenue stream :Because customers will be paying a subscription for their cloud use, it
is easy to get a handle on forecasting revenues.

Study use: The provider is able to study how their SaaS is used and is then able to give customers
more of what they want. This isn’t possible if software is housed on customers’ networks.

Small, regular upgrades :This isn’t just a benefit for customers, but the providers, as well. The
provider’s development teams can focus on fixing bugs with incremental patch rollouts, rather than
saving them for one, monstrous rollout.

Customer relationship management :Providers also must develop strong relationships with their
customers. Since they are providing a subscription-based service, it is important to keep customers
happy, rather than try to score the next big deal. While it is important to keep customers coming in, it

is just as important to keep existing customers happy

Tips for Evaluating SaaS

You should evaluate not only the SaaS provider and its service, but also what your organization wants

from SaaS. Be sure the following factors are present as you evaluate your SaaS provider:

» Time to value As we mentioned earlier, one of the great benefits of using cloud services is the ability to

shorten the time it takes to get a new system or application up and running. Unlike traditional software that

Dr. M. Kalpana Devi, Assoc. Professor, MCA Department, SITAMS, Chittoor



@ SREENIVASA INSTITUTE OF TECHNOLOGY AND MANAGEMENT STUDIES.

o) (AUTONOMOUS)
v MCA DEPARTMENT
LECTURE NOTES

CLOUD INFRASTRUCTURE AND SERVICES

might require complex installation, configuration, administration, and maintenance, SaaS only requires a
browser. This allows you to get up and running much more quickly than by using traditional software.

» Trial period Most SaaS providers offer a 30-day trial of their service. This usually doesn’t happen with
traditional software—and certainly you wouldn’t move everyone enmasse to the trial. However, you can try
out the SaaS vendor’s offering and if it feels like a good fit, you can start making the move.

» Low entry costs Another appeal of SaaS is the low cost to get started using it. Rather than laying out an
enormous amount of money, you can get started relatively inexpensively. Using an SaaS solution is much less
expensive than rolling out a complex software deployment across your organization.

» Service In SaaS, the vendor serves the customer. That is, the vendor becomes your IT department—at least
for the applications they’re hosting. If the vendor isn’t responsive to your needs, pack up your toys and move
to a different service. It is in the vendor’s best interests to keep you and other customers happy.

» Wiser investment SaaS offers a less risky option than traditional software installed locally. There is no long-
term financial commitment. The monetary risk is greatly lessened in an SaaS environment.

» Security In reality it is in your vendor’s best interests to keep you as secure as possible. Most SaaS vendors
understand that application data must be backed up often and that security is a top concern. Since the cloud
vendor wants to keep customers safe and secure, they will have staff dedicated to ensuring that your data is
safe.

» Your voice your SaaS vendor wants to keep you happy so that you will not jump ship for another provider. As
such, they will listen to your wants and respond. Because you will have a closer relationship, you have a
greater ability to influence the product and its features.

» Reduced capital expense This makes it faster to get approval for a project when the need to buy hardware is
taken out of the equation.

» Meet short-term needs Quite often organizations experience busy times, or they launch a new product, a new
office opens, or something else occurs that requires more computational power. SaaS provider can instantly
expand and offer you more resources.

5.3. Deleting Your Datacenter

When you move to the cloud, you won’t need to maintain some things on-site. But what and when you delete
it is a complicated issue. Certainly, you can back up the data and file it away on some DVDs somewhere, but
that’s just a snapshot in time of your organization. As you continue to use the cloud, your data will evolve and

change.
What You Can Delete

Desktop applications are one of the areas perfect for a move to the cloud. A key component in making desktops

cloud capable and helping client virtualization go mainstream is the introduction of so-called bare metal
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hypervisors for clients. These hypervisors allow the desktop to run locally without network access to take

advantage of the Pac’s computing power, rather than just relying on the server.

What You Should Keep

As we have noted time and again, security might be an issue for you. Are you really comfortable moving mission-
critical or sensitive information to the cloud. If you have even a glimmer of doubt, it’s not worth the sleepless
nights, worrying about the potential for compromised information. You should also keep large files and things like
media on-site. If you are storing more than you access online, you get a bigger bill from the vendor each month.
Better to let those infrequently accessed files sit on a local drive than to pay the vendor bill each month.

Steps
Does your vendor have a solid disaster recovery plan in place?

This is important because, obviously, you don’t want to lose important data. There are a lot of reasons to make a
move to the cloud, but inevitably cost is the way that companies get into the cloud. However, once they’re there,
convenience and reliability is what will keep them. For instance, all you need to do is call up a web browser and

make adjustments to the amount of processing power, memory, and disk space each virtual server gets.
AppZero

AppZero provides a set of tools for creating Virtual Application Appliances (VAAs). This approach to
provisioning and deploying applications on physical or virtual servers running anywhere is designed for the cloud
environment and for movement of server applications and datacenter to cloud, hosting environment, or cloud to
cloud. VAAs package a server application with all of its dependencies, but no operating system component (zero
OS). AppZero’s first public demonstration of its VAA technology showed a live production application
provisioned in seconds on an Amazon EC2 cloud, and moved in less than one minute to a GoGrid cloud

computing environment. Designed for instant server-based application provisioning and deployment.
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5.4 Case Study- Salesforce.com
Salesforce.com offers SaaS with a host of different applications, many of which are created and

shared by other Salesforce customers. Steve Fisher, senior vice president of AppExchange at
Salesforce.com, talked about his company as well as the best way for companies considering a move to
the cloud to get the most out of their move. Fisher emphasizes the differences between Salesforce and
other cloud vendors. The chief difference is in what the vendors supply and how they supply it. Amazon
has Linux boxes, Salesforce offer different applications. Salesforce has the good fortune to have a broad
variety of customers, existing in different industries and having different needs. In a multitenant
environment, the vendor can see what and how users are taking advantage of applications and can make
changes based on their observations. Getting started is especially easy, especially when compared to
traditional deployments.

Best Business Practices
So what’s the best way for a company to move to the cloud?
You can go to Salesforce.com and get a free trial. Pilot it first with a single department. Bring on 25 to
100 users to test it out, But not to jump to the cloud if you don’t need to. Don’t follow trends or do it just
because the other guy is doing it. “Only do it if there is a need. Once you are on the cloud, don’t expect

to have a static experience. Your applications and how you use them will evolve. Another benefit is the
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ability to really get what an organization wants out of an application. Traditional software is hard to
customize. It is believed that one day all computing will be done on the cloud. But it’1l take time.
5.5. Case Study- Thomson Reuters
Thomson Reuters is a company that provides information to a wide range of clients— lawyers,
accountants, scientists, reporters, and a host of others. For the most part, they have nothing in common
but the need to get information. Thomson Reuters calls itself “the world’s leading provider of ‘intelligent
information’ for businesses and professionals.” They pull distributed information together; they analyze
the information first to ensure it is what the customer wants; and they provide methods of data delivery
and retrieval that help their customers get what they want.
Their Cloud Use
Thomson Reuters wanted to give its customers a better, more intelligent way to search for information
than they were providing at the time. Their solution was to adopt a Microsoft Software-plus-Services
solution. They integrated Microsoft Live Search with their own search engines and databases. When
information is requested, both Live Search and Thomson Reuters’s databases are scanned for the
information, and Thomson Reuters analyzes the results to return the best information to the client.
Thomson Web outlined its requirements for teaming with an existing web search engine provider:
» The company needed an engine that could return results in 200 milliseconds. This gave
Thomson Reuters time to apply business logic to make the results more meaningful.
» The engine also needed to accept hundreds of thousands of search requests from a single IP
address—theirs—without it being seen as a Denial of Service attack.
The system works this way:
1. A customer accesses the Thomson Reuters information service, which can be a web application or a
Windows-based application.
2. Once a search is initiated, that request is passed to the Thomson Reuters intranet to the Thomson
Reuters Web Plus service layer.
3. The service layer begins two actions concurrently: It applies its custom business logic to the request,
culling relevant information from it.
4. The service layer returns the information to the client
Cloud Computing and Web 2.0
Arguably, MySpace and Facebook—Ilike Hotmail, Live Search, Yahoo and Google—are now

application clouds in their own right. Their sheer scale, the massive compute platform they reside upon
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is an application on-demand, which is another definition of cloud computing It is interesting that all of
these applications are funded through advertising revenue. The relationship between massive scale,
massive user populations results in large multimillion page view counts that enable the micro
transactions of advertising revenue to add up to the vast incomes we now see reported by these
companies. Salesforce.com and other business applications are another category of on-demand
computing in the cloud. These models are mainly focused around business process automation, user
access based pricing and individual business process customization. Substantial proportions of these
companies’ revenue comes from the customization and integration of their cloud platforms into the
customer’s applications and back office systems.

Applications and the Cloud
When it comes to what type of application is best suited for the cloud, Stateless architectures are far
more tolerant of massively scaled out infrastructure without needing custom state management software
development. Additionally, stateless architectures can survive hardware failure very cleanly. Cloud’s
relatively low SLA and unknown quality of infrastructure require applications to be designed for
survivability of data and transactions. Cloud development can be done at a lower cost initially than
dedicated infrastructure. Another buzzword in the world of computing these days is “virtualization.”
And it is simply that—uvirtualization—that can help a business move to the cloud. Businesses should
start developing applications designed to run within virtual machines; they should become comfortable
with the agility created by being able to spin up and down VMs on demand and adapt their application
architectures to allow for this.

Be Realistic
Service levels are now being defined for cloud infrastructure, but generally your recourse is minimal (a
refund of hosting fees as an example). Also, when hosting your own infrastructure, you get to decide
how to maintain it, how to ensure it is resilient and robust. In the cloud you don’t. It’s a matter of buyer
beware. Many commercial clouds are maintaining high uptimes, and while most companies have nothing
in the cloud.
Many smaller startup technology companies are completely in the cloud, also seeing a trend for
companies to be moving their staff to thin client, low performance, desktop PCs, as more companies opt
for office productivity solutions like Google Docs, and hosted Office solutions.

5.6 Case Study- American Airlines

The route to customer experience transformation is through the cloud
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To become more responsive to customer needs, American Airlines needed a new technology platform
and a new approach to development that would help it deliver digital self-service tools and customer
value more rapidly across its enterprise. IBM is helping the airline migrate some of its critical
applications to the IBM Cloud while using new methodology to create innovative applications quickly
while improving the customer experience.
Business challenge
» Customer experience is a key competitive differentiator for airlines, and increasingly depends
on digital channels. How could American meet its customers’ appetite for instant information
and services?
Transformation
» \Vorking with IBM to migrate some of their key legacy customer-facing applications to
VMware HCX on IBM Cloud, while simultaneously transforming them to a cloud-native
based microservices architecture is enabling the world's largest airline to innovate faster in
response to changing customer needs.
Results
» Cost savings : by avoiding existing upgrade costs via a migration to the IBM Cloud
» |Improved: operational reliability, productivity and end customer response times
» [aster: development and release of new apps
Business challenge story
Taking to the digital skies
In the highly competitive airline industry, customer experience is a major point of differentiation.
American Airlines wanted to provide convenient digital services for customers and understood there was
an opportunity to remove the constraints of the existing legacy architecture, platform, organization,
development and operations approaches. Customer-facing applications were based on monolithic code,
duplicated and managed in silos. Every change required the same work in up to three places, each
managed by different teams. To respond better and faster to customer needs, American Airlines needed
to transform the way they worked to take advantage of new technology features.
There was a need to update its technology stack, further increase agility, and introduce DevOps
concepts while leveraging an open and flexible cloud platform.

Transformation story
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» Migrate: IBM’s comprehensive proposal addressed American’s immediate and long term
operational concerns through a seamless migration of on-premise servers to IBM Cloud’s
Infrastructure as a Service with VMware Cloud Foundation solution.

» Transform: IBM also proposed to accelerate the transformation of American’s application
development, organization and skills, based on its IBM Garage Method. As IBM and American
jointly developed the new cloud-native apps in Cloud Foundry on IBM Public Cloud Platform as a
Service, the old components would be retired.

» QOperate: The solution brings operations into the development squads, and leverages IBM’s Cloud
Solutions Operations Center to provide 24-hour application support and management services, with
the IBM team located both onsite at American’s location and at an IBM off-shore location.

Accelerated development: The move to micro services

During the negotiations for the big-picture transformation contract, American Airlines asked IBM for

help with an urgent requirement — which would also act as a proof-point for IBM’s proposed way of

working. The airline wanted to give customers better self-service capabilities in the event of a forced
rebooking due to a major weather event disrupting operations. While American’s algorithms typically
rebook passengers on the next best flight, customers had to call the reservation desk or visit an airport
agent if they wanted to discuss other options. American wanted customers to be able to see other

possibilities and update their flight selection via the website, mobile app or at a self-service kiosk.

With the busy summer season approaching, the company president challenged American to deliver a
new customer-facing Dynamic Rebooking app within just a few months. After just four and a half
months, the Dynamic Rebooking app was released to production in eight airports, and steadily rolled out
to more airports while testing, development and updates continued in the background. Jason Hobbs,
Senior Manager, Application Development at American Airlines, says: “IBM was pivotal in helping us
work in a different way. I think we even surprised ourselves on how fast we could put the app into
customers' hands.” American has received great customer feedback on the new app, which provides

vital information and control to customers when travel plans are disrupted.
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